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Intelligent transportation system is one of the main systems which has been developed to achieve
safe traffic and efficient transportation. It enables the road entities to establish connections with
other road entities and infrastructure units using Vehicle-to-Everything (V2X) communications.
To improve the driving experience, various applications are implemented to allow for road entities
to share the information among each other. Then, based on the received information, the road
entity can make its own decision regarding road safety and guide the driver. However, when
these packets are dropped for any reason, it could lead to inaccurate decisions due to lack of
enough information. Therefore, the packets should be sent through a trusted communication.
The trusted communication includes a trusted link and trusted road entity. Before sending
packets, the road entity should assess the link quality and choose the trusted link to ensure the
packet delivery. Also, evaluating the neighboring node behavior is essential to obtain trusted

communications because some misbehavior nodes may drop the received packets.

As a consequence, two main models are designed to achieve trusted V2X communications. First,
a multi-metric Quality of Service (QoS)-balancing relay selection algorithm is proposed to elect
the trusted link. Analytic Hierarchy Process (AHP) is applied to evaluate the link based
on three metrics, which are channel capacity, link stability and end-to-end delay. Second, a
recommendation-based trust model is designed for V2X communication to exclude misbehavior

nodes. Based on a comparison between trust-based methods, weighted-sum is chosen in the
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proposed model. The proposed methods ensure trusted communications by reducing the Packet
Dropping Rate (PDR) and increasing the end-to-end delivery packet ratio. In addition, the
proposed trust model achieves a very low False Negative Rate (FNR) in comparison with an

existing model.
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Chapter 1

Introduction

This chapter introduces the work conducted by this thesis in terms of explaining the motivation
behind the research, aims and objectives. The chapter also explores the contributions made by
the research work and lists the instances of previous publication of the results and outcomes.
Furthermore, a brief description of the organization of the thesis is provided to explore the

content of subsequent chapters.

1.1 Introduction

As a result of the massive spread of the Internet, a new notion has emerged which converts
rigid objects to smart objects and connects them, known as the Internet of Things (IoT). IoT is
achieved by embedding extra hardware such as sensors and communication interfaces within each
device and linking them with a software system. Thus, the devices can sense the surrounding
environment and share information using wireless communications. IoT has been broadly applied
in various domains such as healthcare, smart cities and industry. Indeed, people spend the most

times in homes, offices and transportation. According to the U.S. Department of Transportation



and Safety Administration, people spend 500 million hours per week in the vehicle [1]. In addition,
based on Alcatel-Lucent’s research, which was accomplished in 2009, they found that over 50% of
participants liked the idea of connected vehicles and 22% are willing to pay fees for communication
services [1] . Consequently, the need has been increased for joining the transportation system
under the umbrella of IoT. Initially, the transportation system was transformed into a cyber-
physical system by embedding software into vehicles. After that, vehicles have been developed
to form a network and communicate with any smart device as a part of IoT. Generally speaking,
the vehicular network is one of the main fields of network communications that has enormous

number of entities to provide efficient transportation and safe driving experience.

Vehicle-to-Everything (V2X) technology supports intelligent transportation system where road
entities, including vehicles, pedestrians, cycles, and motorcycles, and infrastructure units are
interconnected with each other. This connectivity between them will produce more accurate
information about the traffic situation across the entire network. Thus, it will help in improving
traffic flows and reduce accidents. In 2015, Siemens implemented the first fully dynamic system
on Germany’s A9 highway. The result showed 35% fewer accidents and a reduction of people

injured at roads with 31% [2].

Moreover, mobile nodes in vehicular networks cause an unstable and frequent change in the
network topology, which leads to continuous change for the route between two nodes. Therefore,
it results in short connection time between them and, in most cases, packets dropped due to
link breakage. Thus, the packets should be delivered in a very short time, such as 100ms [3]
for the guaranteed delivery. In addition, the existence of obstacles such as buildings and large
trucks could affect the link quality. Indeed, some applications in vehicular networks such as
safety-based application are delay-sensitive. Also, the packet dropping makes the decision on
autonomous vehicles impossible, which causes a danger to the passengers. Therefore, evaluating
the quality of available links before sending the packets is required to increase packet delivery

rate, thus, improving the network performance.

Furthermore, the node behavior should be evaluated to ensure trusted communications. The

existence of misbehaving nodes in the network could reduce the network performance by dropping



some or all of received packets [4]. The misbehaving nodes are authorized nodes that start
behaving maliciously to disturb the network, which they are called internal attackers. The
internal attackers are very hard to be detected as they look like normal nodes. Thus, a trust-
based model is proposed to detect this type of attacks. Each node monitors its neighbors'

behavior to detect any misbehaving nodes.

As a result, this thesis proposes novel computational models which achieve trusted communica-
tions in V2X network. The node and link trustworthiness are evaluated by considering security

and Quality of Service (QoS) requirements in vehicular networks.

1.2 Statement of Aim

This thesis aims to design models that achieve trusted communications in V2X networks. The
proposed models address some of the current research issues in the security and QoS requirements

of heterogeneous vehicular networks.

1.3 Research Objectives

e Objective 1: To design a QoS relay selection algorithm for electing trusted links for

communication in the V2X network.

e Objective 2: To design a recommendation-based distributed trust-based model for V2X

networks that is ensuring communication with trusted nodes.

e Objective 3: To develop a hybrid trust-based model for V2X with global roaming capab-
ility that is able to protect the network against Road Side Unit (RSU) attacks.

1.4 Publications

The work in this thesis has been published and presented at several international conferences. A
list of publications is provided based on the category of international conferences and journals

as follows.



e Journals

1. A. Alnasser and H. Sun, "A Fuzzy Logic Trust Model for Secure Routing in Smart
Grid Networks," IEEE Access, vol. 5, pp. 17896-17903, 2017.

2. A. Alnasser, H. Sun, and J. Jiang, "Cyber Security Challenges and Solutions for
V2X Communications: A survey," Computer Networks, vol. 151, pp. 52-67, 2019.
(Chapter 2)

3. A. Alnasser, H. Sun and J. Jiang, "Recommendation-based Trust Model for Vehicle-to-
Everything (V2X) Network", submitted to IEEFE Internet of Things Journal - Minor
revision.(Chapter 4)

4. A. Alnasser, H. Sun and J. Jiang, "QoS-Balancing Algorithm for Optimal Relay
Selection in Heterogeneous Vehicular Networks", submitted to IEEE Transactions

on Intelligent Transportation Systems.(Chapter 3)
e Conferences

1. A. Alnasser and H. Sun, "Performance analysis of behavior-based solutions in vehicu-
lar networks," in Proc. of IEEE conference on Computer Communications Workshops
(INFOCOM), 2018, pp. 736-741. (Chapter 4)

2. A. Alnasser and H.Sun, "Global roaming trust-based model for V2X communic-

ations.,"

(INFOCOM), 2019. (Chapter 5)

in Proc. of IEEE conference on Computer Communications Workshops

3. A. Alnasser, H. Sun and J. Jiang, "Multi-Metric QoS-balancing Relay Selection Al-
gorithm in V2X Communications", Accepted for IEEE Global Communication Con-
ference (GLOBECOM). (Chapter 3)

4. A. Alnasser and H. Sun, "Trust-based model with protection against RSU attacks in
vehicular networks", Accepted for IEEE IPCCC. (Chapter 5)

1.5 Research Contributions

The main contributions of this thesis are:



A novel QoS-balancing relay selection model for V2X communication is proposed where

the channel model for LTE-A (release 14) is applied for the first time.

e The outage probability is investigated for LTE-V2X communication protocol. The probab-
ility is examined for various parameters, which are distance, Signal-to-Noise Ratio (SNR)
and SNR threshold. To the best of my knowledge, such a detailed study is not available

anywhere in the literature.

e Based on the simulation results, Analytic Hierarchy Process (AHP) improves the decision

making regarding the trusted link.

e A recommendation-based trust model for V2X communication is proposed. Different from
existing research, it is a distributed model that detects non-stable behavior of internal

attackers.

e Adaptive weights are applied in the recommendation filtering process. The weights are
changed based on the number of positive and negative recommendations. Thus, the effect

of the recommendation attacks is reduced.

e A global roaming trust-based model for V2X communications is proposed. Different from

existing research, the nodes have global knowledge about untrusted nodes in the network.

e RSU attacks are studied for the first time. The proposed model can protect the network

against them.

1.6 Overview of Thesis Structure

This thesis is structured as follows: first, this chapter (Chapter 1) introduces the work and
explains the motivation behind it.

Chapter 2: Based on the published survey paper, the basic concept of V2X communication
technology is introduced, exploring various security solutions that were proposed for detecting
misbehaving nodes in vehicular networks. Also, various solutions for ensuring trusted communic-

ation links in the vehicular network are discussed. The open research issues for both categories



are presented.

Chapter 3: Based on the submitted journal and conference papers, a QoS-based relay selection
algorithm for V2X communication is presented. The proposed algorithm applies the AHP-based
algorithm to choose the most trusted link based on three main criteria, which are: channel
capacity, link stability and end-to-end delay. Also, the outage probability for the V2X link is
investigated.

Chapter 4: Based on the published journal and conference papers, a recommendation-based
trust model for V2X communications is proposed. The novelty of this work is collecting re-
commendations and the computing of indirect trust. The proposed model is compared with
an existing trust-based model to evaluate its performance. The results show that the proposed
model outperforms the existing one. In addition, an analytical and simulation models of both
models are proposed.

Chapter 5: Based on the published conference papers, the distributed decision system in
Chapter 4 is improved and extended to be a hybrid decision system. It supports a distributed
and centralized decision systems. For instance, the node is able to make its local decision in
addition to the global decision. This type of schemes allows for global knowledge for all various
entities regarding untrusted nodes in the V2X network. Thus, the proposed trust model supports
global roaming security.

Chapter 6 presents a summary of the proposed research and summarizes the key findings. Also,

it makes some recommendations for future work.



Chapter 2

Literature Review

This chapter provides a review of the literature to examine various security solutions for trus-
ted communication in vehicular networks. It presents background information regarding V2X
communication technology including architecture, communications and applications. Also, a
threat analysis for various V2X communication protocols is discussed. In addition, various
security solutions in vehicular networks are analyzed. Moreover, classification for the existing
solutions, which achieve trusted communication links, is presented. Finally, it discusses the

current challenges and research gaps in the vehicular network field.

2.1 Background of V2X Communication Technology

The intelligent transportation system applies data processing, communication, and sensor tech-
nologies to vehicles, infrastructure units, and roadside users to increase the safety and efficiency
of the transportation system. The heterogeneous network consists of two main sub-networks [5]

as shown in Figure 2.1:



e Intra-vehicle network comprises of a collection of sensors that are located in the vehicle.

The interactions among sensors are bridged via Ethernet, ZigBee or WiF1i connections.

o Inter-vehicle network covers the communication between the vehicle and surrounding devices.

It comprises four entities as follows:

— On-board unit is the primary entity in the intelligent transportation system. Each
vehicle is equipped with an on-board unit to be able to process the collected data and

interact with surrounding entities.

— Roadside users such as pedestrian, motorcyclists, bikers and roller skates.

— RSUis the transportation infrastructure unit that exists on the roadside. It has
information about local topology that assists in providing several services to the road
entities.

V2S communication
Sensor

E Central server
: A

e

Intra-vehicle sub-network

[ 4
é === V2V communication
. Y ) L dms /2P communication
Inter-vehicle sub-network ocdoboo N ———

Figure 2.1: General structure of intelligent transportation system.



Table 2.1: V2X communication ranges

V2X connection link Communication range
V2s 10 — 100 m
V2v 350 m (for transmission power =23 dBm) [7|
V2P 170 m (for lower transmission power = 12 dBm) [7]
V2G 350 m (for transmission power =23 dBm) [7|
VoI 2000 m [0]

— Central/Cloud server has a central control on all road entities, traffic and roads.

V2X has a unified connectivity platform for the connected entities. Also, it allows road entities
to share information with their fixed and moving neighboring entities. The communication type
depends on the entities that establish the link. V2X supports five types of communications [6]

with various communication ranges, as shown in Table 2.1:

Vehicle-to-Sensors (V2S) represents the communication between sensors in intra-vehicle

sub-network;

o Vehicle-to-Vehicle (V2V) covers the communication between vehicles using V2V applica-
tion;

o Vehicle-to-Pedestrian (V2P) provides the connection between the vehicle and roadside

users;

e Vehicle-to-Grid (V2G) supports the communication between vehicles and the electric grid

to charge electric vehicles;

o Vehicle-to-Infrastructure (V2I) represents the communication between road entities and

infrastructure units.

In a vehicular network, all road entities are supposed to generate and exchange messages. The
messages can be used to support a variety of applications, e.g., applications related to safety,

traffic and infotainment. The messages are categorized into four types [3]:
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e Periodic message (beacon): Road entities periodically broadcast a status message,
which contains information about their current status such as speed, location and direction,
to the neighboring entities. It is generated at regular intervals between 100ms to 1s. As
a result, each entity can perceive the local topology. Also, it can predict and anticipate

dangerous situations or traffic congestion. This type of messages is not time critical.

e Unicast message: The road entity sends unicast messages to the core network for Internet
services. Some of these messages contain confidential information such as credit card

number.

e Local event triggered message: The road entity sends the message when a local
event is detected such as the critical warning or intersection assist. It is sent locally to
the neighboring entities using V2V /V2P links where it contains useful information for
neighborhood area only. In addition, it is a time critical which requires to be delivered

with a low latency around 100ms.

e Global event triggered message: The road entity sends the message when a global
event is detected such as road construction and road congestion. This message needs to
be propagated over a wider area. As a result, road entities use V2I communication link to

transmit the message.

e Emergency vehicle message: It is used to support a smooth movement for emergency
vehicles. It is sent by emergency vehicles to the surrounding vehicles using V2V /V2P links

to clear the road.

As a result of the technological improvements in the areas of sensing and wireless networking,
intelligent transportation system permits for the existing of various applications that are related

to safety, traffic, and infotainment [5]:

o Safety-related applications use wireless communications between surrounding entities to

decrease accidents and protect the commuters from dangers. Each road entity periodically
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sends safety messages to its neighbors to report its current status. Furthermore, they may

also need to transmit warning messages when a local or global event is detected.

o Traffic-related applications are deployed to manage the traffic efficiently and ensure smooth
traffic flow. They are responsible for collecting the traffic information and transmitting
them wirelessly to a remote server for analysis. After that, the analysis results are sent to

road entities for future usage.

o Infotainment-related applications aim at improving the driving experience by supporting
various services such as Internet access, online gaming, video streaming, and weather

information.

2.2 Security Service in V2X Technology for Trusted Com-

munications

2.2.1 Security for Various V2X Enabling Technologies
Supporting safety-related applications is the core of vehicle-to-vehicle communication. Since ten
years ago, V2X technology has been enabled by IEEE802.11p, which has been standardized,

implemented, and examined.

One of the most critical challenges to make V2X technology feasible is how to ensure inter-
operability among heterogeneous devices. As a result, the 3"¢ Generation Partnership Project
(3GPP) has worked on standardization for the Long-Term Evolution (LTE) protocol to fit the
requirements and services of the V2X communications. 3GPP has concentrated on supporting
different types of communications using one standard. The first release (Release 8) was in
2008. The standardization of LTE Advanced Pro (Release 14) was finalized at the beginning
of 2017 [6], which is called LTE-V2X. The safety of commuters relies on the performance of
these technologies. Consequently, it is crucial to analyze the security services offered by these

technologies.
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Security Measures for V2X Communication Protocols

IEEER802.11p

It is an enhanced version of the ad-hoc mode in IEEE802.11a. It was implemented for supporting
the communication between mobile nodes with the presence of obstacles, dynamic topology and
intermittent connection. The main purpose of IEEE802.11p is to support non-line of sight [8]. It
was proposed for supporting intelligent transportation system applications in Vehicular Ad-hoc
NETwork (VANET). It provides ad-hoc communication between vehicles and RSUs. It gives
vehicles the ability to share information with their neighboring vehicles and RSU using V2V
and V2I only. TEEE 802.11p can be easily deployed with minimum cost, however, it lacks of
scalability, limited delays, and QoS. Furthermore, it can only offer intermittent V2I connectivity

because of the short radio range [9].

IEEE P1609.2 is based on cryptography standards such as elliptic curve cryptography, wire-
less access in vehicular environment certificate formats, and hybrid encryption methods [10].
Broadcast Messages are usually not directed to particular destination and they are related to
safety-related applications. Also, they contain the timestamp which is obtained from the internal
clock for synchronization. However, these messages are only signed with the sender's certificate.
Elliptic Curve Digital Signature Algorithm is the signature algorithm that is applied this standard
[L1]. Transaction Messages are generally unicast messages and they may be used to access
location-based services and personal data. Consequently, to protect the data, these messages
are encrypted with a symmetric encryption algorithm. To ensure more protection, the algorithm

uses a random key which is encrypted using elliptic curve integrated encryption scheme [11].

LTE-V2X
It has the potential to deal with the low-latency and high-reliability V2X use cases. LTE-V2X

is mainly composed of six main components [6] as shown in Figure 2.2:

e User Equipment (UE) is the device that is used directly by the end-user to communicate

with Evolved Node B (eNB) or other UEs.
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eNB is the wireless interface for LTE network which allows for sending and receiving radio

transmissions to/from all UEs in one or more cells.

V2X Application Server is responsible for distribution of V2X messages to different target

areas.

V2X Control Function is responsible for authorization and revocation of V2X services. It

provides various services after successful mutual authentication and security key generation.

Multimedia Broadcast Multicast Service supports efficient delivery for multicast services

over areas typically spanning multiple cells.

Single-cell Point-to-Multipoint provides the delivery of multicast services over a single cell.

S5/S8

MB2-C/MB2-U

SGmb/SGi-mb

Figure 2.2: General structure of LTE-based V2X network.
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In addition, a description for the reference points in Figure 2.2 is presented as follows [6]:

SGmb/SGi-mb/M1/Ma3: reference points are internal to the MBMS system.

S1: In case of V2X Service it is also used to convey the V2X Service authorization from

MME to eNodeB.

S6a: In case of V2X Service S6a is used to download V2X Service related subscription
information to MME during E-UTRAN attach procedure or to inform MME subscription

information in the HSS has changed.

V2: The reference point between the V2X Application Server and the V2X Control
Function in the operator’s network. The V2X Application Server may connect to V2X

Control Functions belonging to multiple PLMNs.

V4: The reference point between the HSS and the V2X Control Function in the operator’s

network.

MB2-C/MB2/U:The reference point between the V2X Application Server and the BM-
SC.

In LTE-V2X, the messages are sent using two types of links, as shown in Figure 2.3:

o (ellular-based communication covers the two way communication between UE and eNB

over LTE air interface [12]. The communication going from UE to eNB is called uplink and
when it is going from eNB to a UE it is called downlink. Cellular-based communication cov-
ers wide area with high capacity. It is used by V2X application server to broadcast messages
to vehicles and beyond, or send them to the UE via a unicast connection. In addition to one-
to-one communications between eNB and UE, eNB supports one-to-many communications
via downlink. eNB uses single-cell point-to-multipoint service for the transmissions over
a single cell and multimedia broadcast multicast service for communications over multiple

cells.
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PC5 interface Uu interface

()

iy | ol

Direct communications Network communications

Figure 2.3: Communication links in LTE-V2X

Device-to-Device (D2D) communication enables the direct connection between UEs without
traversing eNB and it is called side-link. It supports multi-hop communications between
network entities to enhance the end-to-end connectivity. Also, it provides a short-range
communication and low latency for safety messages. As the most safety messages are
critical and need to be delivered to the surrounding nodes in a very short time, sending
them using D2D to the neighboring entities is faster than sending them through the cellular
link to the core network to forward them to the entities which connected to the network.
It allows for UE to transmit data directly to other UEs over the sidelink even if they reside
out-of-network coverage. D2D link is used in three scenarios as shown in Figure 2.4 [13].
First, in-network coverage scenario where D2D communication is established between two
UEs that are located in-network coverage. It is managed by eNB for load balancing or
content sharing. Second, relay coverage scenario where D2D communication is established
between UEs, when one of them is located out of the network coverage, to deliver the
packets to eNB. The relaying nodes act as a range extender of the cell. Third, out-of-
network coverage scenario where D2D communication is established by UEs which are
located out of the network coverage. It is used for event messages, periodic messages and
sharing content. Moreover, every D2D pair can communicate via Inband or Outband modes
[12]. Inband mode uses the cellular spectrum for both D2D and cellular communications.

Underlay communication allows for both of them sharing and reusing the same radio
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(a) In-network Coverage (b) Relay Coverage (c) Out-network Coverage

Figure 2.4: D2D communication scenarios

resources to improve the spectrum efficiency. The main drawback is the high possibility
of collision between D2D links and cellular links. In contrast, overlay communication
allocates dedicated cellular resources for D2D connections between the transmitter and
the receiver. To minimize the interference between D2D and cellular links, outband
mode uses unlicensed spectrum such as 2.4 GHz industrial, scientific and medical radio
band. However, it is necessary to have an extra interface that implements Wi-Fi Direct or

Bluetooth.

In D2D communication, the UE send the message to the neighboring UEs through PC5 reference
point. PC5 is the reference point between the UEs used for user plane for ProSe Direct
Communication for V2X Service [6]. On the other hand, when the V2X application in the
UE would like to deliver the message over multiple cells, the message is sent through LTE-
Uu reference point to the eNB. Then, the multimedia broadcast multicast service allows for
broadcast message over multiple cells. The V2X application server is responsible for delivering
data to the UE(s) in a target area using Unicast Delivery and/or MBMS Delivery [6]. There is a
communication between V2X application server and V2X Control Function through V2 reference
point. V2X Control Function is used to provision the UE with necessary parameters in order to
use V2X communication. It is used to provision the UEs with PLMN specific parameters that
allow the UE to use V2X in this specific PLMN. V2X Control Function is also used to provision
the UE with parameters that are needed when the UE is "not served by EUTRAN" [6].
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In LTE-V2X, RSU can be implemented in two ways [6]. First, it can be executed as stationary
UE; then it receives V2X messages via the sidelink as shown in Figure 2.5 (a). In this case, the
V2X application can communicate with other V2X applications. Second, it can be implemented
in eNB, where it receives V2X messages via LTE radio interface as shown in Figure 2.5 (b). In

this case, V2X application in UE communicates with the V2X application server in eNB.

There are two types of LTE security mechanisms based on the type of communications as follows.

o (Cellular-based communications: There is a mutual authentication between UE and the
core network. This is achieved by using the evolved packet core authentication and key
agreement procedure and generating ciphering key and an integrity key. Moreover, UEs

apply different keys for different communication sessions where session keys are produced

RSU

UE (A) UE (B)

Vehicle v Stationary
PC5

10

(a) RSU as stationary UE

UE (A)
Vehicle

v eNodeB
LTE-Uu

ol BiEl

b
(v )

(b) RSU as a part of eNodeB

Figure 2.5: RSU implementation in V2X networks
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using ciphering key and integrity key [7]. When an UE connects to the LTE network over the
LTE radio interface, the mobility management entity is responsible for executing a mutual
authentication with the UE. First, the UEs send authentication requests to the mobility
management entity. Second, the mobility management entity checks the request validity
and forwards it to home subscriber server, which is combined with the authentication
centre, to manage and check user authenticity. Third, the authentication center generates
and sends the authentication vector for specific UE to the mobility management entity [14].
However, the token that is sent by UE is not encrypted and is not integrity protected. After
mutual authenticated, the key is exchanged between the mobility management entity and
UEs, then the UEs will be able to access the core network. UE uses a pre-shared symmetric
keying and integrity algorithm for signalling packets that is sent to the network. However,

for user plane data, only ciphering algorithm is applied between UE and eNB [15].

D2D communications: Before starting D2D communication, UEs have to finish authentic-
ation procedure with the core network [16]. Because the core network is responsible for
managing the security parameters, the availability of accessing the network will directly
affect the security level of D2D communications. The secure connectivity of UEs is based on
three scenarios [17]. In-network coverage both UEs can communicate securely by the assist
of the core network; relay coverage where the communication is also managed by the core
network, thus, both UEs can establish a secure communication; and out-network coverage
where each UE saves the authentication vector which is released by the authentication
center for securing D2D communications [16]. The authentication parameters are valid for

specific time and they might be revoked at any time, however, the security risk is increased.

To overcome this challenge, each group has a group ID, which is corresponding to the
Proximity Services (ProSe) group ID (layer 2), Algorithm ID and ProSe group key. Also,
each UE within the group has a particular member ID [7]. Each ProSe group key is
provided with an expiry time. When the UE is located out-of-network coverage, it may
work for a longer time without extra provisioning when ProSe group keys valid at that
time. The data in D2D communication is encrypted by ProSe encryption key which is

derived from ProSe group key [7]. In this case, the confidentiality requirement is achieved
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in data transmission. However, there is no integrity protection on the user data because

the integrity key is shared by all group members.

Threats Analysis for V2X Communication Protocols

Similar to most communication networks, V2X security requirements can be divided into five
points: availability, integrity, confidentiality, authenticity and non-repudiation [18]. However,
in the V2X environment, attacks which targeting information availability and integrity are the
most dangerous because they cause a serious effect on safety-critical situations. The following
presents the security requirements for V2X network and threats against each one. Also, the

security analysis for IEEE802.11p and LTE-V2X is considered.

Threats on Availability

They prevent the authorized users from accessing the information such as:

e Blackhole and Greyhole attacks: the compromised node stops relaying packets to the
neighboring nodes. Thus, it blocks up the spreading of information over the network. The
attacker drops all of the received packets in blackhole attack, while drops some packets in
the greyhole attack. In IEEE 802.11p, each node must be authenticated to be a part of the
packets' route. In this case, the authentication process can deny the external attacker from
initiating blackhole/greyhole attacks. However, the standard fails to protect the network
from internal attackers [10]. The broadcast of warning packets could reduce the effect of

attack because of the diffuse multiple copies over the network.

Also, LTE-V2X is capable of eliminating external attackers by applying mutual authen-
tication between UEs and the core network. In D2D communications when two UEs are
located out of the network coverage, there is a possibility that UEs communicate with
another UEs with revoked credentials because they are not provisioned by the core network.
In addition, the internal attacker is possible in case of relay coverage scenario when the UE

that is located at the edge of eNB coverage uses other UEs to relay the packets to eNB. In
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this case, the relaying node could be an internal attacker that drops the received packets

and blocks the communication with eNB.

Flooding attack: The attacker sends a huge volume of packets to make victim node unavail-
able. The IEEE 802.11p MAC is vulnerable to flooding attack [19]. To initiate the attack,
the attacker may exploit the binary exponential back-off scheme. Among the competing
nodes, the winning node captures the channel by sending data constantly. Thus, it causes
delay in transmitting data by forcing loaded neighbours to back-off for a long time. Another
weakness in IEEE 802.11p MAC is network allocation vector field [19]. When there is
a communication between two nodes, the nearby nodes update their network allocation
vector based on the communication duration. During that period, all neighboring nodes
stop transmission and only overhear for the channel. On the other hand, the attacker may
transmit bogus message to cause errors in the transmitted packets. As a result of MAC

authentication, the previous attacks could only be initiated by internal attackers.

In LTE-V2X, there may be two potential techniques to initiate flooding attack against a
specific UE [20]. First, the malicious node can use the resource scheduling information
to transmit an uplink control signal when another node uses the channel to transmit its
information. Thus, it causes a conflict at the eNB. Second, the UE is permitted to stay in
active mode, but turn off its radio transceiver to save its power resource. During that mode,
the UE is still allowed to transmit packets in urgent situations. However, the attackers can

inject packets during that period to cause flooding attack.

Moreover, each UE transmits periodically buffer status reports to eNB which are used for
packet scheduling and load balancing [20]. Flooding attack could happen when the attacker
impersonates other UE and sends fake reports that indicate larger data volume than in the
real UE. As a result, eNB may stop accepting new requests for joining the cell because it

thinks that the cell is fully loaded [20].

Jamming attack: the attacker broadcasts signals to corrupt the data or jam the channel.
Both TEEE802.11p and LTE-V2X physical layer is based on the orthogonal frequency-

division multiplexing technology. In fact, a jammer requires to recognize the presence of
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packets to launch jamming attack. However, current solutions cannot prevent jamming
signals. Using directional antennas could minimize the effect of this attack and allow for

vehicles to avoid the jamming area [11].

e (Coalition and platooning attacks: a group of compromised nodes collaborate to initiate
malicious activities such as blocking information or isolate legitimate vehicles [18]. For
instance, when several internal attackers collaborate and initiate blackhole attack, it could
affect the information delivery even with broadcast nature that it is supported by the
IEEE802.11p. Also, these attacks are not only limited to blackhole but include any
malicious behavior. In LTE-V2X, several compromised node could prevent the traffic from

the node at the edge of eNB coverage.

Threats on Integrity
Ensuring the integrity includes the assurance of the accuracy and consistency of data that

spreading over the network. The following attacks address data integrity:

o Alter or inject false messages attack: the compromised node spreads bogus messages in the
network, by generating a new message or modifying the received one [21]. In both cases,
it misleads the vehicles by giving them wrong information and putting them in a danger

situation.

In IEEES02.11p, it is possible that an internal attacker may try to broadcast false safety
messages through the network. Broadcast messages are intended for all surrounding nodes,
but they need to be signed in order to hinder external attackers from generating bogus
messages. Because internal attacker is an authenticated node, it could use its digital
certificate to sign any number of false messages [11]. However, the standard requires
an additional scheme to be able to detect the attackers and include them in certificate
revocation lists. In addition, these messages are protected from alternation because they

are digitally signed by the sender's certificate.
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In LTE-V2X, an external attacker cannot inject/alter any packet because the user data
in LTE-Advanced is encrypted with ciphering key which is generated after a mutual au-
thentication [20]. On the other hand, the internal attackers can inject false information
in the network. Also, they can alter the received messages because in all communication

scenarios the integrity algorithm is only applied on signalling packets.

Replay attack: the compromised node captures the packets and replays them in a different
time to look like that they were sent by the original sender. The vehicles which are operating
in IEEE802.11p can defend against replay attacks where each node has a cache of recently
received messages. Any new message is compared with the ones in the cache, and messages
older than a predefined time are rejected [19]. To prevent replay attack, LTE-V2X uses
a timestamp and a nonce in each message. Also, the message has a short lifetime in the

network, which leads to reject any repeated messages [20].

Global Positioning System (GPS) spoofing attack: the compromised node sends messages
with fake location or after a period of time. In general, GPS is responsible for delivering
both location and time to the surrounding nodes. However, GPS antennas are vulnerable to
damage from storms and lightning. In addition, the antennas are susceptibility to jamming
or spoofing attacks. In both protocols, the attackers can send fake location by generating
strong signal from a GPS satellite simulator. Moreover, a successful replay attack could
happen when UE uses GPS clock for message timestamp because it is easy for the attacker
to spoof GPS clock [22]. Thus, the repeated message, which is sent after a while, could be
accepted as a new message [11]. In this case, the protocols require to propose plausibility

checks to detect fake location and time.

Threats on Confidentiality

The confidentiality requirement allows for information to be known only by the intended receiver.

This is usually achieved by encrypting the message with the public key of the receiver where it

only can be decrypted by the private key of the intended receiver. Some threats violate this

requirement [23], such as:
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e Favesdropping attack: it aims to capture the packet's information and acquire sensitive
and confidential information. Broadcast messages generally contain traffic safety informa-
tion which are considered non-confidential information [19]. On the other hand, location
based services and other types of transaction application information are encrypted in
IEEE802.11p. As long as the internal attacker can collect information without a permission

from other users, it considers a challenge.

In LTE-V2X, the UEs use the pre-shared secret keys which are issued by the authentication
center to establish a secure communication with the core network. Thus, the external
attacker cannot collect information because the communication is encrypted. While in
D2D communication, the UE use a pre-shared secret key for each application. However,
this may cause additional computation costs on UEs [16]. In both communications, internal
attacker can gather network information. To reduce the latency and computation cost, the
message is not encrypted. As a result, the external attacker can also collect confidential

information.

e Location tracking: sharing the location with neighboring nodes is very important for various
vehicular applications. However, the attackers can collect and use these information for
tracking users. In IEEE802.11p, every time an on-board unit broadcasts a message to warn
neighboring vehicles regarding a safety update, it digitally signs the message with its own
certificate. Therefore, the receiving nodes can identify the sending on-board unit and its
current position. Unfortunately, wireless access in vehicular environment cannot support
anonymous broadcast messages [11]. In LTE-V2X, the core network assigns different
temporary identifiers, which are continuously changed, to UEs. The temporary identifier
is sent to UEs in a plain text. Thus, the passive attacker is able to identify the location of
the user at that time [20]. However, location tracking could be achieved only if the attacker
can perform the mapping between various identifiers and the UE. As a consequence, both

internal and external attackers can initiate that attack.
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Threats on Authenticity
Ensuring the authenticity includes the process of giving nodes access to the network based on
their identity using certificates and digital signatures. It works like a wall that protects the

network from external attacks. Some threats violate this requirement [24] such as:

e (Certificate replication attack: the compromised node uses replicated certificates to conceal

itself by deleting the certificates that were added to the blacklist.
e Sybil attack: a single compromised node pretends many fake identities.

o Masquerading attack or impersonation attack: the attacker exploits a legitimate identity

to obtain access to the network and confidential information.

Using fake identity in IEEE802.11p by the internal or external attacker could be prevented using
certificate revocation lists. Each on-board units and RSUs can be identified by their certificate
and in case that the normal node turns to behave maliciously, the identity will be added to
the certificate revocation lists. In LTE-V2X, the home subscriber server is able to avoid the
messages that come from unauthorized UEs by applying the mutual authentication. Thus, the
user impersonation or sybil attack will also be prevented [25]. However, UEs are not protected
when they are located out of the network coverage because they cannot ensure that they have

the updated certificate revocation list.

Threats on Non-repudiation

Non-repudiation is responsible for identifying the real node's ID which performs a specific
behavior. It is a method to ensure message transmission between entities via digital signature
and/or encryption [18]. In IEEE802.11p, the periodic message and warning messages are signed
with the sender certificate. Also, the location based services and any sensitive information are

encrypted. Thus, the node identity can be identified when it launches a malicious behavior.

In LTE-V2X, the message exchange between UEs and eNB is encrypted with cipher key. In
addition to the encryption, LTE-V2X applied integrity protection on the signaling packets.



Table 2.2: Comparison between IEEE802.11p and LTE-V2X regarding to security services

IEEE802.11p LTE-V2X
Se(.:urlty Threats Cellular-based D2D-based
Requirements
External Internal External Internal External Internal
. The mutual authentication
Blackhole Authentication N.P. between UE and the core N.P. N.P. N.P.
. Greyhole attacks scheme
Availability network.
Flooding attack Aut‘g;?;izmon N.P. Authentication scheme N.P. N.P. N.P.
Jamming attack N.P. N.P. N.P. N.P. N.P. N.P.
The attack is only
” initiated by . Same as
Coalition attack compromised nodes N.P. Same tech. in IEEE802.11p N.P. IEEES02.11p N.P.
that are authenticated.
Alter /inject Digital The user d.a ta . LT?E)—Advancefi ' Same as
N.P. . encrypted with ciphering key which is N.P. . N.P.
messages attack Signature . cellular link
. generated after a mutual authentication.
Integrity
Each node has . .
Revlav attack a cache of recently Same as It uses a timestamp and a nonce in Same as Same as Same as
pay . external each message + msg short lifetime external cellular link | cellular link
received messages
GPS spoofing attack N.P. N.P. N.P. N.P. N.P. N.P.
. . The UEs use the pre-shared secret keys
Confidentiality Eavesdropping attack Encryption scheme N.P. which are issued by the authentication N.P. N.P. N.P.
Location tracking N.P. N.P. N.P. N.P. N.P. N.P.
Certificate
Authenticity e 1ok Certificate Same as Same as
Sybil attack .. The mutual authentication. N.P. N.P.
revocation lists external external
Masquerading
/impersonation attack
Encryption Encryption
Non-repudiation Any - +Digital - ~+integrity on - N.P.
signature signaling pckts

*N.P.: Not Protected.
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On the other hand, it is very hard to ensure non-repudiation requirements in cooperative
D2D communications because of trust concept. Indeed, if one node trusts another node, it
communicates with it even if it used fake identity. Thus, that violates some features of non-

repudiation [26].

Summary

A summary for the supported security services in each communication protocol is presented as
shown in Table 2.2. As a conclusion, the D2D link in LTE-V2X is the most exposed link to
external and internal attacks. The reason behind is that the D2D link is not managed by the
core network when both nodes are located out of the network coverage. In contrast, IEEE802.11p

has more security services which achieve more secured ad-hoc link between vehicles.

2.2.2 Security Solutions for V2X Communications

Vehicular communications encounter many challenges, therefore, ensuring a trusted communic-
ation is considered a complex function. Because of the shortage of the security services in both
enabling technologies of V2X communications, an additional security model is needed to protect

the vehicular network.

Here, various security solutions, that were proposed for vehicular networks, are presented. They
are divided based on the security method into three categories: cryptography-based, behavior-

based and identity-based. The outline of the proposed classification scheme is shown in Figure 2.6.

Cryptography-based solutions

Cryptography is responsible for achieving a secure communication between a sender and a receiver
by developing algorithms that prevent unauthorized users from accessing the network [27]. As
a result, these algorithms concentrate on external attacks that are launched by unauthorized
users. Encryption is the main technique in cryptography-based solutions where it uses various

algorithms to transform the data into another form that is only readable by intended users
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[28]. For example, Li et al. [29] proposed a lightweight secure navigation system for VANET.
Each vehicle applies encryption and the digital signature for supporting a secure communication
between the vehicle and RSU. The system addressed the replay attack and man-in-the-middle
attack. In addition, the proposed model in [30] applied advanced encryption standard to achieve
the user privacy. The key distribution problem of advanced encryption standard was addressed
by taking advantage of the randomness of the channel in vehicular networks to share the secret
key. In addition, the secure and intelligent routing protocol in [31] used a double encryption for
the data packets and applied authentication scheme to measure the node's trust. However, it

caused an increase in the processing time and raised the network overhead.

Shukla et al. [32] proposed a model that obtains the security in the vehicular network using
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Figure 2.6: Overview of the surveyed research works - Classified according to the security
methods.
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multiple operating channels where the encrypted data is sent on multiple channels. The receiver
considers the mean value of the received data. For example, if the attacker hacks some channels
and alters the data. Then, the partial incorrect data is received which is improved partially
by taking the mean of the received data. Also, in case of jamming of particular channels, the
receiver still can receive the data using other channels. However, this method is only considered
when the security is a major concern rather than resources because it achieves a high bandwidth

waste.

Key management process manages the cryptographic keys in a crypto-system which includes
the generation, exchange and storage of the keys. For instance, Hong et al. [33] proposed a
situation aware trust that is based on vehicle situations. For building the situation aware trust,
first the attributes (static or dynamic), such as time, company and location, should be defined.
The group which belongs to specific attribute share the same key. Then, the packet is encrypted
using that key where it only can be read by the group members. For example, if there is a taxi
from company A and wants to send a message to other drivers. The message has four attributes
as follows (Company, Taxi, Time, Location). As a result, only vehicles with these attributes can
read the message. Moreover, Ahmed and Tepe [34] proposed a novel method based on one-time
identity-based authenticated asymmetric group key agreement to create cryptographic mix-zones
which resist malicious eavesdroppers. The safety messages are encrypted using a group secret
key to improve vehicle privacy. Thus, any external entity cannot track the safety messages in the
cryptographic mix-zones. In addition, Lei et al. [35] proposed a novel key management scheme for
key exchange among security managers in heterogeneous networks. They used blockchain concept
for allowing key exchange securely within the security manager network. Flexible transaction

collection period was proposed to reduce the key exchange time in blockchain scheme.

A key generation model in [36] used received signal strength to guarantee the randomness in
key generation. The node senses the received signal and transforms the received signal strength
values to binary value by applying upper threshold (T'h,,) and lower threshold (T'hjey,). For key
generation, the node sets one if the received signal strength value greater than Th,;, and zero if

the received signal strength value less than Th;,,,. Any value in between is ignored. Also, Zhu
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et al. [37] proposed a scheme which gives the vehicles the ability to generate a shared secret key
from received signal strength indicator values with low probability of getting the same key by

neighboring vehicles.

Authentication schemes were proposed using various techniques to detect unauthorized nodes and
prevent them from launching malicious attacks. For instance, Chuang and Lee [38] introduced a
scheme for authenticating the vehicles by considering them trusted nodes if they are successfully
authenticated. On the other hand, Yang et al. [39] proposed two lightweight anonymous au-
thentication schemes for the V2X network. One scheme was applicable for V2V communication,
while the other was suitable for V2I communications. Both schemes considered the limitations
in V2X such as resource constraints of on-board unit and latency limit. Also, Mamun et al. [40]
presented a reliable and standard chosen plain-text secure group signature solution for vehicular
network applications. It allows any fixed entities such as RSUs to link messages, and recognize
if they are generated by one or group of vehicles, without breaching their privacy. Thus, it
prevents malicious complaints against normal nodes. In addition, Ying and Nayak [41] proposed
an anonymous and lightweight authentication based on smart card protocol. It consists of two
main phases which are user authentication and data authentication. It protects the network
against various attacks such as offline password guessing attack, impersonation attack and many

others. Also, the anonymity is achieved by using dynamic identities.

The work of [42] applied a model which is achieved the privacy and non-repudiation requirements.
It is composed of two schemes which are identity-based signature and pseudonym scheme. Also,

it provides the authentication in inter-vehicle communications.

Behavior-based /trust-based solutions

They were proposed as complementary solutions to cryptography, where traditional cryptography-
based solutions are not able to detect internal attackers because they are authenticated users [21].
The trust evaluation is typically conducted by monitoring nodes, which monitor and collect other
nodes' behavior information. The most common methods that are used for trust management

in vehicular networks are as follows:
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e The weighted-sum method is the most common methodology for trust management,

where trust evaluation is computed by assigning different weights for each trust component.
When the node behaves maliciously; the total trust value decreases until it reaches zero

[43]. Total trust is computed by:
U
Tiotal = sz x Ty (21)
i=1

where w; is a weight value for T,, T, is a trust value for trust level x such as direct and
indirect. Direct trust measures trust level of one-hop neighbors using direct monitoring,
while indirect trust measures trust level of two-hops neighbors using the recommendations

from other nodes. U is the number of trust levels that are considered.

Gazdar et al. [44] proposed a dynamic and distributed trust model for VANET that
used the monitoring nodes for observing their neighboring nodes and sending an alert
about any malicious activity such as packet dropping or packet modification. On the
other hand, Kerrache et al. [45] proposed trust model that provided two trust metrics:
vehicle-based and RSU-based. Each node is able to monitor its neighbors and measure
local trust value. Then, RSUs are responsible for managing a global and historical trust
information about all nodes which locate in the same road segment. At the same time,
the model could work without the existence of RSU. Patel and Jhaveri [46] applied ant
colony optimization algorithm for choosing the shortest trusted path by isolating non-
cooperative nodes. However, the node is compelled to transmit the packets to the next
hop even if all neighbors are malicious. Unlike [46], Wei et al. [47] proposed a trust model
for detecting non-cooperative nodes on V2V communications only. Moreover, Abdelaziz et
al. [48] proposed intrusion detection system to enhance the message relay mechanism by

evaluating the trustiness of received messages.

Event-based models collect data and monitor different events going on in the environment
to build the reputation. In the vehicular networks, some models were proposed to monitor
traffic events and evaluate the trustworthiness of these events. For example, event-based

reputation model was proposed in [49] for checking data consistency. Indeed, the sensors
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provide redundant information which allowed for each node to process the data and remove
malicious information. If inconsistencies occur, the security model is activated to detect
the malicious node. Furthermore, similarity mining technique was suggested in [50] for
recognizing similarity among vehicles and messages. For instance, at a similar location
and similar time, messages about the same event that are generated by the same vehicle
usually have similar trust values. In addition, Ding et al. [51] proposed event-based
reputation model to filter fake warning messages and increase the accuracy of the network.
It measures the reputation of the event based on its roles (event reporter, event observer or
event participant) to check if the event triggered is real or fake alarm. Furthermore, trust
value can be related to a specific location. For example, when trustworthy interactions
are established between vehicles in a specific road segment, then, the corresponding trust
value for that location and time is increased. Dixit et al. [52] proposed a model for
selecting the trusted location using Ad-hoc On-Demand Distance Vector (AODV) routing
protocol where RSUs were responsible for controlling the packets routing. However, as the
number of malicious nodes increased, the vehicles may follow the wrong path. In addition,
the proposed framework in [53] is composed of two modules: the first one implements
three security checks to measure the message's trustworthiness. First, it examines that
the message is generated from a trusted location and followed a trusted route. Second, it
inspects that the message route does not contain any malicious nodes. Third, it checks
that it has a valid content. Indeed, it computes a trust value for each road section and for
each neighborhood. Once a message is evaluated and considered trusted, then it looks up

for a trusted route to forward the message.

The new malicious nodes behave intelligently and conceal themselves from detection by
alternating between normal and malicious behaviors. To protect the network from smart
attacks, Li et al. [54] offered a reputation-based global trust establishment to address a

smart blackhole attack by considering the past behavior of nodes.

The monitoring role could be concentrated on the message content. The monitor nodes
measure trust value based on the validity of the received messages. For instance, Khan et al.

[55] proposed an algorithm for VANETSs which provides distributed message authentication.
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It gave the monitoring roles to specific nodes called verifier nodes. These nodes were
responsible for verifying the message and transmitting the decision through the network.
The model considered three parameters for choosing appropriate verifiers which are load,
distance and trust value. In addition, Shen et al. [56] proposed a distributed authentication
scheme where verifier vehicles were responsible for checking the validity of the message
while non-verifier vehicles depend on verification results. The choice of verifier nodes is
made using three methods: N-nearest method, most-even distributed method and hybrid

method.

The rewarding-based method uses credit to reward cooperative nodes. For instance,
the node rewards its neighboring node while it behaves normally and cooperates with
other nodes. Thus, a node with high trust value considered a reliable node. The rewarding
method is used as a security solution to encourage non-cooperative nodes to participate
in packet forwarding process. For example on this, [57] and [58] proposed a rewarding
scheme for detecting blackhole and greyhole attacks. Also, Jesudoss et al. [59] proposed
a payment punishment scheme where it is applied during election and routing processes.
They used Vickery, Clarke and Groves model and designed the payments in a way that
the collaborative node will gain rewards and be able to participate in election and routing
processes. In addition, the model assigns the monitoring role to some nodes where they
continuously monitor the behavior of relaying nodes. The work in [60] proposed trust-based
routing protocol which is composed of two main phases. The first phase includes the trust
measurement, which is done periodically and in a distributed manner. When the node
receive a data packet, it applies trust model on the received packet. Thus, it is able to
evaluate the sender behavior and compute its trust value. Then, based on the previous

step, the second phase involves sending the data through the most trusted route.

The fuzzy logic method incorporates a series of IF-THEN rules to solve a control
problem rather than attempt to model a system mathematically. The main steps of the
fuzzy logic model are as follows [61]. First, the fuzzy sets and criteria are defined; next,

the input variable values are initialized; then, the fuzzy engine applies the fuzzy rules to
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determine the output data and evaluate the results. For instance, Marmol and Pérez [62]
proposed a security model that worked on detecting selfish nodes that transmit false or
bogus messages. The model defined a fuzzy set to classify each node with three different
trust levels. Based on the source node trustworthiness level, the receiver can decide whether
it has to receive, forward or drop it. Also, fuzzy logic models were proposed in [63] to detect
packet dropping attack. Moreover, Ding et al. [64] proposed a fuzzy reputation based model

to prevent the spreading of false messages.

Other methods Some existing models utilized different methods to detect internal attacks.
For example, Fan et al. [65] proposed a detection system using support vector machine
learning algorithm to stop replay attack. It applied a training phase to fetch attack's
characteristics. In addition, Kim et al. [66] proposed collaborative security attack detection
mechanism in a software-defined vehicular cloud architecture. It consists of two phases:
information aggregation phase where each vehicle analyses the received information and
transmits the result periodically to the controller for training the support vector machine,
and Multi-class support vector machine training phase. Then, the classification using
support vector machine starts where each vehicle applies the classifier to detect malicious
nodes. However, this method is not energy-efficient because it requires training phase to be
able to detect the attack. Sedjelmaci and Senouci [67] proposed a framework as intrusion
detection system that concentrated on behavioral attacks. It addresses various attacks in
VANETS such as selective forwarding, blackhole, wormhole and sybil attacks. It uses special
agents which are responsible for monitoring the nodes' behavior and triggering an alarm
when a misbehavior is detected. It is composed of two detections systems and decision
system. First, local intrusion detection system which operates on each node to monitor its
neighbors and the cluster head. Second, global intrusion detection system which runs at
the cluster head level to monitor its cluster members. Finally, global decision system runs
at RSU level to calculate trust level for each node by aggregating the reputation of each

node and broadcast the blacklist through the network.

In addition, Li and Song [68] proposed a model using Dempster-Shafer theory of evidence

to combine multiple evidence even if some of them might not be accurate. It was proposed
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to evaluate two types of trust: data trust and node trust. In particular, data trust is
used to evaluate the received data and indicate if it is acceptable based on a calculated
trust value. On the other hand, node trust assesses the node based on its behavior with

neighboring nodes and indicates whether or not it is trusted.

A distributed reputation management system was proposed in [69] for securing vehicular
edge computing. Vehicular edge computing servers were used to implement local reputation
management tasks for vehicles. In addition, they applied multi-weighted subjective logic for
computing the reputation values. On the other hand, some existing solutions implemented
adjustments on existing routing protocols to increase the security level. For instance, in
the model that was proposed in [70], each node appends a list of trust opinions with the
cluster data. Also, it applies confidence level for its opinion to determine the assurance
level about the computed trust value. Moreover, Jahan and Suman [71] proposed a change
in routing protocol to detect non-cooperative nodes using a double acknowledge technique.
In another work, Zhang et al. [72] proposed an amendment to AODV routing protocol to
identify packet dropping behavior by adding new fields to the control packets. The main
drawback of this method is the risen network overhead as a result of the increase in packet

size.

Moreover, Wu et al. [73] proposed a lightweight anti-phishing application. They develop
enhanced version of heuristics-based method by addressing the high relying on web page
source code. They implemented it on a Google Nexus 4 smart phone running the Android

4.2 OS.

Identity-based solutions

They address attacks that exploit users' identity for malicious activities such as sybil attack and
breach user's privacy. Most security solutions used the vehicles' identity to identify them and
revoke malicious node. As a result, user's privacy has been revealed and misused by an attacker.
To resolve this issue, the security model should operate on an identity anonymous environment.

For example, Shaikh and Alzahrani [74] proposed the first trust management scheme which takes
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into account the anonymous identity. It protects VANETS from spreading messages with fake
location and time. Each node calculates its confidence value regarding the received messages
about a specific event. The confidence value is based on four parameters: location closeness,
time closeness, location verification and timestamp verification. Then, it calculates the trust
value for each message that reporting the same event and makes the decision regarding that

message based on the trust value.

Moreover, Tajeddine et al. [75] proposed a privacy-preserving trust framework that allowed for
collecting information about vehicles' behavior while preserving their privacy by applying a group
ID rather than real identity. Also, Chen and Wei [76] proposed a beacon-based trust model that
ensures the VANETS safety while preserving the drivers' privacy. All transmitted messages were

protected by cryptography and the pseudo identity schemes.

One common approach to preserve the privacy of vehicles' location is the use of pseudonyms.
Indeed, the vehicle broadcasts its information with pseudonyms that frequently changes [77]. As
an example of this, Kang et al. [78] proposed a system for defending two cases of eavesdropping.
The first case, an adversary tracks a target vehicle by a specific pseudonym. In this case, the
security solution used a random virtual machine identifiers which make the mapping relationship
fail. Unfortunately, the first solution was vulnerable to identity mapping attack. Because of that,
they proposed pseudonyms changing synchronization scheme to improve detection accuracy. In
addition, Sun et al. [79] presented the VANET security system which based on three main
techniques. First, a pseudonym-based technique which was used to assign pseudonym/private
key pairs to the vehicles which are traveling in the home domain or other domains. Second,
threshold signature which was applied to send the secret information for recovering a malicious
vehicle's identity. Meanwhile, it prevents compromised nodes from having a full authority to
revoke a normal node. Third, threshold authentication based defense scheme which provides a

mechanism to distinguish between malfunctioning and malicious behavior.

Geographic proximity technique is used to detect sybil attack when the malicious node uses

multiple identities. Al-Mutaz et al. [80] applied this method to identify sybil identities where
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the geographic proximity of the compromised node and all its sybil identities last for a long time

and repeated.

Summary

Here, a summary to get an overview of the proposed security methods is provided. Table 2.3

summarizes characteristics of the main security models were proposed for vehicular networks.

The parameters of this summary are presented as follows:

e Organization: indicates whether the model applied on flat or clustered network.

e Architecture: indicates whether the model used the centralized structure, distributed or

hybrid.

e Purpose: indicate whether the aim of the model is intrusion detection system, achieve a

secure route or protect message content.

o Addressed attacks: indicates which attacks are addressed in the model.

e Security requirements: indicates which requirements are achieved by the model.

Table 2.3: Main security solutions in vehicular networks

Topology Purpose Addressed Attacks Security Requirements V2X Comm. Type
Organization Architecture (Use of RSU Secure | Secure Internal | External R
Flatg Clustered || Centralized Dibt(ributed Hi‘brid DS Route | Content attack attack Both | Av. | Int. | Conf. | Auth. | NRep. || V2V v

67 v v v v v v v v
58 v v v v v v

53 v v v v v v v v v
45 v v v v v v v v
38 v v v v v v v v

81 v v v v v v v
82 v 4 v v v v v v
34 v v v v v v v v
37| v v v v v v

79 v v v v v v v 4 v
83 v v v v v v v
35 v v v v v v v
69 v v v 4 v v v

42 v v v v v v v v v

*Av: Availability, Int: Integrity, Conf:

c
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As a conclusion, much researches applied the security model on a flat network where all nodes
have the same responsibility. In addition, many security solutions focused on addressing one
type of attacks: internal or external. Also, using central units for security measurements was
frequently used. However, centralized models are not applicable in vehicular networks where the

node could be located out of the network coverage.

2.2.3 Discussion and Comparison

The effectiveness of security methods for protecting V2X communications is discussed in this
subsection. Based on the proposed analysis, most of the proposed models were applied on
vehicular ad-hoc network where the security model was implemented on vehicles (homogeneous
network) only. Because V2V is part of V2X communications and both of them support the
communications in vehicular network, they have common characteristics such as various speeds,
non-stable connection and dynamic topology. As a result, studying the security solutions in V2V
is required to address their challenges while designing security model for V2X communication.
In addition, few proposed security models [55, 59, 67, 70] considered clustering vehicular network
and all of them are behavior-based solutions. After analysing the existing solutions, Figure 2.7

represents the evaluation based on four parameters as follows:

The considered attack: study the ability of various security methods in protecting the

network against internal or external attacks.

o The message type: study to which extent the security method is important for delivering

various V2X messages.

The latency limit: study the effect of applying various security methods on message delivery

time.

The security model structure: study the impact of security method on the model structure.
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The considered attacks

Some existing works in [31, 32, 38| used traditional security scheme for protecting vehicular
networks such as encryption and authentication. These methods are important in protecting
the network from external attacks, and also they achieved high-security levels in a centralized
network. However, they are not reliable solutions for distributed networks. Moreover, based on
the study on V2V applications which was done in [84], they listed some limitations of various
cryptography-based methods. Symmetric key systems cause additional overhead and delay in key
distribution phase. While, asymmetric cryptography is suitable for distributed systems where
nodes are highly dynamic. However, it is slower than symmetric key systems and causes a huge
latency. Furthermore, the revocation process in group signature method needs high computation

power and also the signature is too large to transmit over the air.

Based on the previous comparison between the main vehicular network communication protocols,
the most external attacks are considered by protocol security services. Thus, applying additional

cryptography model will increase the overhead on the network.

= External Attack | Some existing works in [31,32,38] used traditional security methods for protecting network against
] external attacks. However, it causes a huge latency that decreases the network performance in V2X.
-<° Internal Attack | [85,86,18] proposed behavior-based solutions to fill the gap and protect the network against internal
g attacks. The weighted-sum method is the common method for vehicular network.
o
=z Both To ensure that the network is protected against both attacks, [82, 83] suggested solutions that
5] implements traditional methods in addition to the behavior-based solution.
Event-based As this type of messages requires to be delivered in very short time, the behavior-based solution were
Msg proposed in [44,53,55,62]. Also, the message content does not need to be encrypted.
i
& Periodic Msg The content should be encrypted to prevent external attackers from tracking users. Also, some research
'; [74,76, 87] proposed solutions to prevent internal attackers from mislead neighboring nodes.
oo
% Unicast Msg In most cases, this type of messages have personal and confidential information. Thus, the encryption
s for these messages are necessary.
. Time critical For the messages that are delay sensitive, complicated models should not be applied on them.
Q
& E Not time critical | The messages, that are not delay sensitive, could use hybrid solutions (traditional + behavior-based) to
S protect the content.
° Centralized Most of encryption-based solutions applied centralized structure [34, 41, 79, 81]. However, centralized
5 model is not suitable for vehicular network.
2
§ Distributed The distributed model could address the problem of central unit availability by giving each entity the
f ability to make its own decision. However, it lacks for global knowledge of malicious node in the net.
[T}
é Hybrid The proposed model in [45] applied hybrid system which manages both model structures

Figure 2.7:

Discussion for the proposed solutions based on four parameters
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Behaviour-based solutions can be implemented as a supplemental solution to fill the gap of
classical cryptography solutions, as proposed in [85, 86]. They are commonly necessary against
internal attackers which they own legitimate certificates. Also, they are mostly applied on dis-
tributed and semi-centralized network [18]. The weighted-sum method has some challenges such
as setting the weights and trust threshold, however, it is considered a common and computation-
efficient method for vehicular networks. Because the vehicular networks require low latency
in message delivery, a computation-efficient security method is recommended. Furthermore,
there are few works that recommended fuzzy logic for the vehicular network, however, it needs
a training phase and it is suitable for the predictable environment. On the other hand, the
rewarding-based method is suitable for encouraging non-cooperative nodes. Therefore, it is

limited to address the selfish behavior attack.

In addition, the shortcoming of identity-based solutions is the focus on attacks that exploit user's
information to track them or pretend false identity. Thus, it is ordinarily used as complementary
solution to protect user information where both protocols did not support anonymous identity.

As a result, the need for designing identity-based solutions is increased.

Some researchers made efforts to address the previous limitation by applying a hybrid system,
which combines multiple security methods to increase the security level of the network. For
instance, Eiza et al. [82] utilized ant colony algorithm with graph model to detect internal attacks
of routing control packets. It considers the external attacks by applying a digital signature.
Also, it addresses internal attacks using plausibility checks such as QoS, link breakage and
control messages broadcast. Also, Harsch et al. [83] suggested a security solution that combines
distributed plausibility checks and digital signature technique. The model used time stamps,

transmission range and vehicle’s velocity to detect false position injection.

The message type
¢ Event-based messages: The message encryption is applied to keep the message content
confidential while using multi-hop route. However, the encryption is not essential for event-

based message because it is directed towards all nodes in the area and not targeting specific
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destination. Thus, the message should be delivered to all nodes in a plain text to be able
to read its content and make a decision regarding the traffic in a short period [84]. As a
consequence, the encryption could affect negatively on the network performance. On the
other hand, unauthorized nodes may start behaving maliciously and mislead other nodes
by sending false messages. As a result, all nodes should be authenticated to be able to
generate message to protect the network from false alarm which is injected by the external
attackers. In addition, generating false alarm is not limited to external attackers but it
can be initiated by authorized nodes. Much researches [44, 53, 55, 62] have proposed
behavior-based solutions for securing packet content and detect internal attacker. The risk
of tracking users by mapping event-based messages is too low because the road entity will
generate a message when an event is triggered. Thus, the attacker can know the current
location of the road entity but it has to wait for the next event to know its next location.

As a result, hiding user's information is not critical.

Periodic messages: The beacon message contains user's information such as location,
speed and direction. This information is targeting on the nodes which are belonging to
the network. Thus, this message should be encrypted to prevent external attacker from
tracking users. Moreover, internal attackers may send false status information to mislead
neighboring nodes. For instance, the model in [74] proposed to detect beacon messages
with false location and time. Moreover, some recent works [76, 87] suggested beacon-based
trust where the node's trust value is measured based on the validity of beacon message. As
a result of missing mechanism in vehicular network protocols which protects user privacy,
applying identity-based methods is necessary for beacon messages. The attacker can follow
the beacon message and track the user's location because it is sent periodically and has
much information about the user. Applying random identities is one of the main solutions
for user privacy, however, it is vulnerable for mapping attack. The model in [78] proposed

Pseudonyms Changing Synchronization Scheme to improve the user privacy.

Unicast messages: In most cases, the unicast messages have personal and confidential

information such as credit card. Thus, encrypting these messages are necessary to protect
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users. Therefore, any nodes in the packet route cannot read the message content. In
addition, to ensure the packet delivery, it should travel through trusted route to the core
network. Thus, a behavior-based model is important to exclude any misbehaving nodes

that try to drop these messages.

The latency limit

The vehicular network is latency sensitive where the information should be delivered to other
nodes in short time, approximately 300 ms. As a consequence, applying complicated model will
increase the delivery time. The main communication protocols for vehicular network support
encryption and authentication services. Thus, applying additional cryptography solutions in-
creases the packet delivery time. For instance, the model in [31] proposed double encryption

scheme which increase the computation overhead.

Behavior-based solution were proposed as a computation-efficient solution, however, some re-
search works [47] have proposed complex mathematical model to measure trust value. Also,
some of these solutions applied machine learning algorithms such as support vector machine in
[65, 66] where the complexity is high for training phase and testing phase. On the other hand,
identity-based solutions are lightweight since they are only based on random pseudonyms [74,
76, 78, 79] or group ID [75]. These methods have simple calculations which do not require much

time to apply them.

The model structure

Most cryptography-based solutions applied the centralized structure [34, 41, 79, 81]. However,
the centralized model is not suitable for the vehicular network because the central units such as
RSUs are not always available along the roadside. Because of that, [56, 88] proposed distributed
authentication schemes. In addition, El-Zouka [88] proposed distributed authentication scheme
where if the node would like to request a cloud service, it sends a message containing its own
identity and its location to neighboring nodes; then, the neighboring nodes authenticate the

message using a reputation list. However, it concentrated on V2V communication.
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Behavior-based solutions are designed to give the nodes ability to manage security model inde-
pendently from the central unit. However, some models used central units for gathering trust
values from vehicles such as [52, 63, 67]. The main drawback in distributed structure is deficient
in global knowledge about the network. For example, if vehicle A meets vehicle B for the first

time, vehicle A does not have information about the security record of vehicle B.

The proposed model in [45] applied a hybrid system which manages both model structures. The
distributed structure applied when the vehicles are located in the area that is not covered by a

central unit. However, this assumption gives us non-stable detection accuracy.

2.3 The Proposed Solutions for Reliable Routing in V2X

Communication

2.3.1 Reliable Routing Schemes in VANETSs

The existing research were proposed to evaluate the link quality in VANETSs. For instance,
Eiza and Ni [89] applied the evolving graph theory to demonstrate the VANET communication.
They developed a reliable routing scheme which supports QoS metrics in the routing process
from the source to the destination. In addition, Li et al. [90] proposed an adaptive QoS-
based routing for VANETSs. It adaptively determines the intersections through which packets
move to the destination. The selected route should obtain the best QoS metrics which are
connectivity probability, packet delivery ratio and delay. Also, Fekair et al. [91] mentioned that
the data routing in real-time and multimedia applications over vehicular networks is considered
a challenge. Therefore, a multi-constraint routing algorithm was proposed to select the best path
which achieves QoS requirements such as required bandwidth, maximum delay and jitter, and
minimum link expiry time. Also, Sun et al. [92] suggested an adaptive routing protocol based on
QoS and vehicular density in urban VANETS environments. It assists vehicles to find the best
path which meets QoS requirements such as hop count and link duration. In addition, Liu et al.
[93] presented quality of forwarding based reliable geographic routing for urban VANETS. It was
proposed to find the best routing path that guarantees the quality of forwarding while providing
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link reliability. It considers the transmission cost and the packet delivery ratio. Also, Also,
Alzamzami and Mahgoub [94] designed a novel routing protocol based on fuzzy logic systems.
It considers various metrics such as vehicles' position, direction, link quality, and achievable

throughput to choose the most suitable relaying node.

Some works proposed an improvement in existing routing algorithms to achieve QoS in VANETS.
For example, Toutouh et al. [95] defined an optimization problem to adjust the optimized link
state routing protocol to be used in VANETSs. They addressed the optimal parameter by using an
automatic optimization tool. Also, Bitam and Mellouk [96] suggested a topology-based algorithm
which supports the QoS for VANETSs. It is based on ideas of the autonomic bee communication
in the search behavior for the food. Also, Fekair et al. [97] proposed a QoS-based unicast
routing protocol for vehicular networks. It consists of two phases: a clustering phase which
manages the exchange of the routing information based on QoS requirements, and a routing
phase which applies an artificial bee colony algorithm to determine the best route based on QoS
criteria. Also, Eiza et al. [98] employed the situational awareness concept and an ant colony
system-based algorithm to propose a situation-aware routing algorithm which supports QoS for
VANETS. It was proposed to evaluate potential paths between two vehicles subject to multiple
QoS constraints and choose the best-computed path. In addition, Moridi and Barati [99] offered
a reliable multi-level routing protocol based on clustering in VANETSs. In the first level, fuzzy
logic was applied to improve AODV routing between cluster members. The fuzzy logic inputs
were chosen to define the best and most reliable links. In the next level, the best link was
selected between cluster heads via a search through a tabu list. Eiza et al. [82] employed the ant
colony optimization technique to evaluate possible routes in VANETSs subject to multiple QoS
constraints determined by the data traffic type. The ant colony optimization rules are designed to
consider the dynamics of the vehicular network topology. Also, Zhang et al. [100] used a genetic
algorithm to propose a QoS routing protocol which achieves the QoS requirements during the
link establishment between vehicles in VANET. However, the proposed solutions only support

ad-hoc communications between vehicles.
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2.3.2 Reliable Routing Schemes for Gateway Links between VANET
and LTE

Recent research focuses on proposing schemes for choosing the best gateway between VANET
and LTE. For instance, Chekkouri et al. [101] suggested a gateway selection scheme to relay the
traffic toward the base station. The evaluation criteria are related to the received power and the
existence in the RSU range. In addition, Wu et al. [102] offered a two-level clustering approach.
The first level applies fuzzy logic to determine the cluster heads. It considers three factors which
are velocity, leadership and signal quality. The second level utilized Q-learning algorithm for
choosing which cluster heads can act as a gateway between V2V and LTE. Moreover, Zhioua et
al. [103] suggested an algorithm for selecting the gateway based on fuzzy logic. The algorithm
is a multi-criteria and QoS-based scheme. The criteria are based on the received signal strength,
the load of cluster heads and the candidate gateway and link duration. In addition, Ucar et al.
[104] suggested a hybrid architecture combining IEEE 802.11p-based and LTE with the goal of
obtaining a high data packet delivery ratio and low delay while keeping the usage of the cellular
architecture at a minimum level. The cluster head selection using various mobility metrics such
as the average relative speed with respect to the neighboring vehicles and cluster connection
time. Also, Mir et al. [105] proposed a location-based routing scheme for integrated VANET-
LTE hybrid vehicular networks. In the proposed routing scheme maintaining local neighbor
information and forwarding state results in fewer route requests to be sent towards the remote
routing server. Then, the remote routing server calculates the route and sends the route updates
to all intermediate vehicles on the path. But, it is based on centralized server to set-up the
routes. However, all of the previous solutions were proposed to support the communications

between two different networks.

2.3.3 Reliable Routing Schemes in LTE-A Networks
Some research developed ad-hoc communication for load balancing or range extending. For
instance, Liu et al. [106] offered a D2D communication load balancing algorithm where the D2D

device uses D2D relay node to deliver its packets to eNB in case of congested cells. Also, Liu et al.
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[107] suggested D2D a communication-based algorithm to improve the quality of experience in
LTE-A. However, they mentioned that most of D2D communication algorithms did not take into
account the speed and directions while choosing the best D2D relay node. In addition, Tata and
Kadoch [108] proposed a multi-path routing algorithm for direct communication in heterogeneous
networks. It is an improvement of ad-hoc on-demand multi-path distance vector scheme which
evaluates the available bandwidth while choosing the best route. Bastos et al. [109] suggested a
network assisted routing algorithm in 5G to make a decision regarding the best link to the base
station. The link evaluation is based on the number of hops and the channel quality. It was
suggested to balance the load on various base stations. In addition, Yang et al. [110] designed
a D2D bearer control architecture for D2D communications in LTE-A infrastructure. The data
offloading decision is made by eNB or above. Then, eNB notifies the candidates that they have
to conduct a discovery process. As the UEs come into the proximity of each other, the D2D
session is switched to a D2D link. When the path is no longer available, they switched back to
the cellular link. Also, Munir et al. [111] proposed a distributed relay selection mechanism that
allows for a UE to act as a relaying node for the isolated UEs. It considers the link capacity and
the relay's radial velocity. Also, Chi et al. [112] suggested an efficient reliable multicast scheme
that employs D2D communication and network coding together to achieve high reliability. It was
designed to address the challenging issues like node mobility, relay selection, D2D link selection,
D2D retransmissions reduction, and acknowledgment implosion. However, most of the proposed

solutions ignore the node mobility which has a high impact on the choice of D2D relaying nodes.

2.3.4 Discussion and Comparison

Here, the proposed solutions for direct communication in vehicular networks that consider QoS
are discussed. Based on the proposed analysis, most of the proposed models were applied on
vehicular ad-hoc network where the channel model is different than LTE-V2X. After analysing

the existing solutions, the evaluation is done based on two parameters as follows:

e The node characteristics: study how various node characteristics affect on link quality .
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o The communication link: study to which extent the communication type has impact on

designing QoS-based model.

Node characteristics

Some research proposed relay selection models which achieve QoS requirements in LTE-A. They
consider the protocol specification while designing the model, however, most of them were applied
on previous releases. As a result, the mobility is considered for rare situations of high fast nodes
where smart phones or tablets are mainly considered. As a result, the link has less outage

probability than if the nodes are miving with high speed such as vehicles.

In addition, some research applied their models on VANETSs which support IEEE802.11p. The
vehicles have different specifications because of different protocols in comparison with LTE-V2X.
For example, the transmission power in IEEE802.11p, which is equal to 37 dbm, is more than the
one in LTE-V2X. As a result, the signal has more chance to arrive to the next hop because of high
power. Also, the link data rate in IEEE802.11p is less than LTE-V2X. Thus, the transmission
time for packets takes more time in IEEE802.11p. Therefore, it has more chance for delay in

transmission.

Communication link

Based on the previous subsection, the communication link could be ad-hoc link in VANET as
in [89, 93, 97|, D2D as in [106, 108, 111] or gateway link as in [101, 103—105]. In the first case,
the communication link works based on IEEE802.11p protocol which has different transmission
power and frequency as presented above. The second case, where the communication link is
D2D, the considered nodes are not vehicles. Thus, it leads to high difference in link quality.
Final case, only some nodes work as a gateway, thus, all surrounding nodes send their packets
to gateway nodes. Therefore, it causes a congestion and delay which is the worst thing could

happen in the frequent change topology as vehicular network.
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2.4 Challenges and Research Gaps

The trusted communication in the vehicular network is still considered an open research area.
VANETSs gave researchers the opportunity to study and evaluate their works. As a part of
communication progress, the future vehicular network will not be limited to vehicles and RSUs,
but it will include all roadside entities. As a result, applying traditional solutions in the V2X

network cannot perform as it is expected.

Major efforts have been made; however, several open issues are still needing more consideration
to achieve a trusted communication in V2X. Some of these issues are discussed in the following

section.

Gap 1: Security attacks

1.1. In trust-based solutions, the evaluation is based on monitoring neighbor's behavior. As
a result, they are susceptible to trust attacks, such as whitewashing attack, on-off attack and
good /bad mouthing attacks. In these attacks, the compromised node behaves smartly to conceal
itself from being detected by alternating between normal and malicious behaviors. Unfortunately,
most existing works did not address them in vehicular networks except the proposed model in
[54] that considered intelligent compromised nodes which behave maliciously for intermittent

periods.

1.2. The wireless communication is the prospective method to facilitate the communication
inside large public transportation systems such as trains, metro and buses. However, it is more
susceptible to various cyber-attacks than the wired communication. Therefore, implementing
security models for intra-vehicle sub-network is recommended. For instance, Liyanage et al.
[113] proposed a secure system based on host identity protocol. It is designed to protect intra-

vehicular communication from common IP based attacks.

1.3. Most centralized security solutions used RSU as a fully trusted unit for updating security

records. Thus, the vehicles require communicating with RSU to get updated information.
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However, this assumption is not applicable in vehicular networks because RSUs are not always
available along the roadside. Also, RSUs, like any road entities, are vulnerable to various attacks
[5]. As a result, in case of RSU attacks, these solutions are not working efficiently and have a
huge impact on network performance. For instance, [114] developed security protocols for the
key distribution, which are able to detect the compromised RSUs and their collusion with the

malicious vehicles.

1.4. Most of traditional security solutions were applied on central units. On the other hand, many
distributed solutions were proposed for vehicular networks to improve the decision accuracy. For
vehicular network, the distributed solution is more efficient than the centralized one. However,
the nodes are lacking of global knowledge regarding all untrusted nodes in the network. As a

result, hybrid decision system is required for vehicular networks.

Gap 2: Security vs. QoS management

2.1. The term QoS is used to represent the level of performance provided to users. In traditional
networks, high levels of QoS can be obtained by resource allocation and sufficient infrastructure.
However, the control over the network resources, such as bandwidth, equipment, power consump-
tion and transmission delay, is difficult in the vehicular networks because the network lacks of
consistent infrastructure and stable topology. For instance, Wang et al. [115] proposed a method
to fuse vehicle spacing information and estimate average traffic density. However, some security
mechanisms can be added to the message frame to prevent attack on the spacing information.
Therefore, achieving the trade-off between QoS and security level in vehicular networks is an
essential task. The security model should always consider the efficient use of devices' resources
because the road entities in V2X communication have various capabilities and resources. An
example of this is the power consumption, all current security models did not consider the power
consumption as a challenge because they were implemented on vehicles which have a long life
battery. However, in V2X, some road entities such as mobile phones have a limited battery. As

a result, designing a security model, that is computationally efficient, is recommended for V2X.
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2.2. QoS includes the useful use of the network resources such as the bandwidth. Indeed,
Zheng et al. [116] proposed a two-stage delay-optimal scheme by integrating software defined
networking and radio resource allocation into an LTE system for vehicular networks. Also, the
proposed model in [32] used multiple channels to send the same information which achieves
the availability but wastes the bandwidth. In addition, the proposed models in [71, 72| caused
further overhead by increasing the packet size. For critical applications such as safety-related
applications in vehicular networks require a minimum delay for delivering warning messages to
obtain a high safety level. However, most encryption methods need a time for encryption and
decryption processes. Thus, they protect the information and achieve confidentiality but they

have a negative impact on the QoS.

2.3. The existing solutions did not take into account the environment in the simulation model
such as if the road is highway or urban. Also, they did not simulate the real propagation
and mobility parameters which are affected by various factors such as signal fading, multi-
path propagation and obstacles. Therefore, lack of applying models which simulate the real
environment affects the performance metrics. In addition, existing security solutions did not
consider the malfunction behavior or communication condition when making a decision about

malicious nodes.

2.4. Finally, edge computing was applied on IoT-devices to allow data to be processed near to
where it is created rather than crossing long route to reach the central server/cloud. Thus, it
reduces the delay that is resulting from the packets transmission. Edge computing has been
applied on V2X communication which is called vehicular edge computing because it works
efficiently with latency-sensitive use cases. This is suitable for situations that require very short
latency such as warning messages. However, security and privacy are still serious challenges in

vehicular edge computing that require to be considered in the future [117].

Gap 3: Communication link quality
3.1. The link quality in vehicular network is still a challenge. The high speed nodes cause short

connection time between nodes, and the existence of obstacles such as buildings or large trucks
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could lead to intermittent communication. As a result of unstable connection, the packet should
be delivered in a short time. The existing models applied on different communication protocols
such as IEEE802.11p which cannot be directly used in LTE-V2X. The road entity in LTE-V2X
has higher data rate and lower transmission power which cause a difference in evaluating the

link.

3.2. Some research focused on choosing gateway node which link VANETs with LTE-A. The
selection criterion for a gateway node is different than the selection of a relaying node. In
addition, the link could be disconnected until the gateway selection round comes again. Also,
many nodes choose the same node to relay their packets which causes buffer overflow or high
queuing time. In both cases, the vehicular network is negativity affected. Therefore, designing a

QoS-based relay selection algorithm is recommended.

2.5 Link between the gaps and thesis chapters

The existing works, that were presented to evaluated the communication link in wvehicular
networks, are mainly focus on VANETs where IEEE802.11p protocol is applied. However,
IEEES802.11p has different network structure and link characteristics than LTE-V2X. Therefore,
Chapter 3 proposed an algorithm for choosing the most reliable link in LTE-V2X which addresses
Gap 3.1. In addition, few research suggested algorithms to choose the best gateway link between
LTE-A and IEEE802.11p. However, the choosing criteria is not as choosing next relaying nodes.
To solve the gap 3.2, Chapter 3 implemented a new multi-metric algorithm with the most

important criteria in vehicular network.

Gap 1.1 is mainly focus on detecting non-stable malicious behavior where the compromised node
starts malicious behavior in intermitted intervals or targets a group of normal nodes. In vehicular
network, this type of attack becomes very hard to detect as the node can travel to different area
(with new neighbors) each time interval. Therefore, Chapter 4 proposed a new trust model
algorithm that implement recommendation filtering. It is able to detect non-stable malicious

behavior as the recommendations from neighboring nodes are considered.
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The existing trust models in vehicular network were proposed as a central or distributed models.
In centralized models, the node depends on RSUs in updating or delivering trust values to the
other nodes in the network. However, they always assume RSUs are trustworthy entity. Thus,
Chapter 5 proposed a global roaming trust model that assume non-trusted RSUs that could start
malicious behavior. The proposed model is able to minimize the impact of malicious RSU and

road entities.

Moreover, in a very dynamic network as vehicular network, the nodes could communicate with
a new group of road entities each time. Thus, a global knowledge regarding all malicious nodes
in the network is recommended. Chapter 5 address this gap by implemented a global decision

system in the central unit.

2.6 Summary

The rapid evolution of the transportation sector has caused security and trust challenges, which
made the vehicular network vulnerable to various cyber-attacks that hinder the trusted V2X
communication. Also, the features of the V2X network should be considered while designing the
security model. In addition, the trusted communication link is one of the leading research gaps

in LTE-V2X, which needs to be addressed.

In this chapter, the key features and architecture of the V2X network were defined. Also,
the threats analysis for V2X enabling technologies was presented. Then, the current security
solutions in vehicular networks based on the security method were analyzed. Also, A classification
of the existing solutions for evaluating communication link in V2X was discussed. Then, the
evaluation was done based on two main parameters, which are the node characteristics and
communication link. Finally, the main challenges and future research directions were discussed

for novel contributions to this research area.
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Chapter 3

Multi-Metric QoS-balancing Relay
Selection Algorithm in V2X

Communications

This chapter achieves thesis aim by proposing a QoS-balancing algorithm for choosing the most
trusted link. The proposed algorithm for LTE-V2X achieves Objective 1 in Chapter 1. Thus, it

addresses various research gaps in Chapter 2, which are Gap 3.1 and Gap 3.2.

The vehicular network is a very challenging domain for supporting multi-hop communications
because of frequent changes of its topology. Therefore, ad-hoc communications face various
limitations such as connection time, channel capacity and signal quality. Based on literature
review in Chapter 2, much research focused on supporting reliable connection for V2V links
in VANETS [89-93] which have different link and network specifications than LTE-V2X. For
instance, the link bandwidth in TEEE802.11p is less than LTE-V2X, however, the transmission
power in LTE-V2X is lower than IEEE802.11p. Therefore, the link evaluation is changed based
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on the communication protocol and network structure. Moreover, few research worked on
evaluating communication link in LTE network [106-109, 112], however, the proposed solutions
were implemented in previous releases of LTE where the node moves with a slow speed in
comparison with the vehicular network. The node speed has high impact on link quality that
should be considered while choosing the most reliable link. As a result, this chapter proposes
an AHP-based algorithm for a trusted communication link in V2X. The link evaluation is based
on three factors, which are link stability, channel capacity and end-to-end delay. The outage
behavior probability is investigated for LTE-A (release 14). Finally, the performance of the

proposed model is assessed by comparing it with the existing model [102].

3.1 Proposed System Model

The considered network is a V2X network with various numbers of road entity, which are
vehicles, motorcycles, cycles and pedestrians, and RSUs. Here, "node" and "road entity" are
used interchangeably for the same meaning. Also, the considered messages are the ones that
should be delivered to eNB such as Internet services for updating maps, downloading a video or

doing a transaction.

3.1.1 The Considered Scenarios
The road entity may need to use a multi-hop route to deliver its packets to the nearest eNB in

some cases such as:

1. The road entity has a connection with eNB but the signal could become weaker because of
the long distance between UE and eNB or the existence of obstacles. Then, the road entity
decides to establish a D2D link with one of its neighboring entities to relay the packets to
eNB.

2. The road entity does not have a connection with eNB. Thus, the road entity establishes a

D2D link with a suitable neighboring entity to relay the packets to eNB.
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3. The road entity could be in the network coverage but it uses a multi-hop route to reduce

the cell load.

In the proposed model, the second scenario is the considered one to establish D2D communication.

3.1.2 Path-Loss Model

The actual channel state is affected by obstacles such as buildings, trucks and pedestrians. In
addition, the vehicle's movement has a high impact on the transmission environment. Therefore,
these factors are considered in the channel model. Based on literature review [118, 119], the
validity range for path loss models in rural environments is greater than 10 meters. The average

path-loss in dB, when the distance d; ; is greater than or equal to 10m, is computed as

A0Tdij ey o min(0.030172, 10) logyo(ds ;)
3 (3.1)
— min(0.044h" ™, 14.77) + 0.002 log,, (h)d; ;

PL(dLJ) =20 IOglo(

where h is the average building height, and f. is the center frequency in Hz where the frequency

is equal to 700 M Hz. The shadowing factor is ogp =4 dB [118].

3.2 Multi-Metric QoS-balancing Relay Selection Algorithm

in V2X Communications
A model for electing trusted links which achieves a high QoS is proposed. The proposed model
applies the AHP on the road entity level for making the decision regarding which communication
link is a trusted one. AHP is a multi-metric decision-making algorithm that utilizes a hierarchical
approach to assess potential factors [120]. As most of multi-metric algorithms are complicated
and not computation-efficient such as fuzzy logic, the AHP algorithm was chosen to implement
the relay selection algorithm in V2X. Thus, Any delay in taking a decision could decrease the
network performance. It combines qualitative and quantitative factors in the analysis. The

analysis can be divided into the following four steps:
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QoS-balnacing Relay Selection

Channel
Capacity - C*

Acceleration
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Direction -
Dt
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Queue size -
Qt

Level 0

Level 1

Level 2

Figure 3.1: Structure of the proposed algorithm for QoS-balancing relay selection

3.2.1 First: Build a Hierarchical Model

The hierarchical model is constructed based on five criteria in level 1 as shown in Figure 3.1.

Level 2 represents the potential links. For evaluating these criteria, the computed values are

filled in a matrix as follows:

Dy HI Ac Q!

Dt

m

Ht

m

Acc,  Qy,

where m is the number of potential links. The metrics are selected based on the most important

ones in the related work [91, 108]. Also, the link stability and delay criteria are chosen based

on the network requirements. The detailed information and calculation of the five factors are

described as follows.
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Channel Capacity (C")
As the connection time between two road entities is limited, a high channel capacity is required
to guarantee the packet delivery. Three parameters are studied where they affect the channel

capacity which are shadowing, multi-path propagation and signal noise.

First, the received signal power is measured with the impact of shadowing and multi-path
propagation using [119]
RPy(d;5) = TP, — (PL(di}) + Xos,) (3.3)

where RP; is the received signal power at receiver node j with distance d; ;, T'P; is the trans-
mission power with which node i transmits a signal. X,, ~ N(0,0%) is a random shadowing
effect with a normal distribution with zero mean and 0% variation. Second, the SNR in dB is
computed by

SNRap, ;, = RPj(di ;) — PNoise (3.4)

where Ppyise is the noise signal in dB. SNR is computed by

SNRaB, ;)

SNR(LJ) =10 10 (35)

Finally, the channel capacity in bit per second is calculated by applying Shannon's formula as
follows

C' = Blogy(1 4+ SNRy; ;) (3.6)

where B is the bandwidth of the channel.

Link Stability

The network topology in the vehicular network changes frequently. Thus, the communication link
between two road entities is not always available. Link stability is defined as how long the link
lasts between two road entities. Therefore, if the link stability is high between two road entities
that could minimize the Packet Dropping Rate (PDR). It is evaluated by two main parameters

as follows.
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e Acceleration (Acc'): is the rate of change of velocity of the road entity with respect
to time ¢. Each road entity ¢ computes the difference between its acceleration and the

acceleration of the neighbouring entities j. It is computed by
Acc' =| af — df | (3.7)

where a} and az» are the acceleration of node ¢ and node j during a period of time (At),

respectively. The relative acceleration of each node z is expressed as

t t—At
t Vg — Uy
=z =T 3.8
@ At (38)

At

where z € N and N is the list of road entities. v’ and v, 2! is the velocity of node x

during current time ¢ and previous time interval (¢t — At), respectively.

e Direction (D%): when the road entity establishes a connection with another road entity
which is moving in the same direction, it gives them higher stability than when they are

moving in the opposite directions.

As a result, when two road entities are moving with very close speed and in the same direction,

it increases the link stability between them and reduces the chance of packet dropping.

End-to-End Delay

To increase the QoS of V2X networks, a minimum end-to-end delay for packet delivery is required.
As the road entity sends packets through a multi-hop route, it is necessary to have a response in
a short time. Therefore, two main parameters are considered while choosing trusted links which

are:

e Hops to eNB (H!): it is the conventional node-based routing metric that was used
to select a route with less number of hops among the available routes to eNB. Most of

the routing protocols in vehicular networks use hop count as their base metric. As an
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assumption, each neighboring road entity sends this value to the neighbouring road entities

to determine the shortest route to eNB.

e Queue size (Q'): the queue size of the next hop entity is evaluated to prevent buffer
overflow which causes eventually to high PDR. In addition, it is important to minimize
the delay in queuing time. Therefore, the road entity prefers to choose the node with low

queuing size.

3.2.2 Second: Form Pairwise Comparison Matrix (PCM)

Each element in the criteria level is compared with the other elements. The scale of numbers
in Table 3.1 are used to determine the importance of one element over the other elements [120].
In Table 3.2, the diagonal line in the PCM matrix is filled by 1 because the criteria is the same
where they are equally important. Also, when y = 1 and u = 2, the value is equal to 6 which
means channel capacity C? is strongly important in comparison with direction D?. The values

of Table 3.2 is filled in a matrix for further calculations as follows

P11 P12 -+ Pin
R

PCM = s Dyy = 1apuy = 1/ayu7pyu 7& 0 (39)
Pn1  Dn2 «o Pnn

where n is the number of criteria.

3.2.3 Third: Measure the Weight Vector of Decision Factors
The normalized relative weight matrix (B) is measured by dividing each element of the matrix
(A) with the sum of its column

B = Normalize(A). (3.10)

The normalization of matrix A is computed as follows
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Table 3.1: 9-points scale for PCM [120]

Scale Factors importance
1 Equally important
3 Weakly important
5 Strongly important
7 Very strongly important
9 Extremely important
2,4,6,8 | Intermediate value between adjacent scales
[« D} it Acet o ]
ve1 CF ve1 Dj ve1 H v Acch 2o @
Normalize(A) =
ct, D!, !, Acc!, QL
ve1 OF v DY ve1 3 vey Acch 300, QF

(3.11)

After that, matrix Y represents the importance degree of alternatives (potential links). Then,

the potential link with the highest importance degree is chosen as the trusted link. Y is computed

by

Y = B.ePCM

(3.12)

—
where ePC M is the eigenvector of PCM. It is computed using the following equations where u

Table 3.2: Pairwise Comparison Matrix

Criterion | C' (u=1) | D' (u=2) | H' (u=3) | Acc' (u=4) | Q' (u=15) | Priority Vector
Ty =1) 1 6 ) 8 1 21%
D' (y=2) 1/6 1 1/1 3 13 175%
H (y=3) 12 1 I 6 ) 13.5%
Acct (y =4) 1/8 1/3 1/6 1 1/5 1.825%
O (y=5) 1/4 3 12 5 1 9.75%
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represents the column index, and T is the normalized relative weight matrix of PCM

ZZ:I Tlu
22:1 Tou
EE By (3.13)

22:1 T4u
L ZZ:l T5u

—
Then, ePCM is measured by dividing each element in vector ? by the number of criteria as

follows

F g

o

|

51 (3.14)

S

e
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3.2.4 Fourth: Make a Consistency Test for the PCM

The consistency is expressed by the following equation, and the measure of consistency is called

the consistency index [120]
)\ma:r -—n

CI = (3.15)

n—1
where M\jqp is the maximum eigenvalue of PCM [120]. The random inconsistency [120] is

computed by

1. -2
pr— LB8Tx(=2) (3.16)
n
Finally, the consistency ratio is computed as
CcIl
CR=—. 3.17
Rl (3.17)

In AHP algorithm [120], if the value of the consistency ratio is smaller or equal to 10%, the

inconsistency is acceptable [120]. If the consistency ratio is greater than 10%, resetting the
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values of PCM is required. In the proposed model, the consistency ratio value is equal to 2.96%

which is an acceptable ratio.

3.3 Outage Behavior Probability

3.3.1 Channel Capacity

The outage probability of a communication channel is the probability that a given data rate is
not supported because of variable data rate. Outage probability is defined as the probability
that data rate is less than the required threshold data rate. The required threshold data rate
(R) is computed using

R PcktSize

tzmetrans

(3.18)

where PcktSize is the packet size and times,.qns is the required transmission time. Here, the
outage probability of the communication channel is studied. The probability is computed as

follows

P,.+[C < R] = P[C < R]
— P[Blog,(1+ SNR) < R]
= P[SNRyp < 10log, (25 —1)]
= P[X, > TP — PL — Pyoise — 10l0g,o(27 — 1)]

:P[XU >/Bl]

where f1 = TP—PL—Pnoise—10 loglo(Q% —1). As the probability follows Gaussian distribution,
it is computed by

PlXo > pi] =1-Q(

%) (3.19)
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Figure 3.2: Outage probability versus the distance for various required transmission times

In Figure 3.2, the impact of various distances on the channel capacity is studied. As much as the
distance increases, the outage probability decreases because of higher path-loss. In addition, the
outage probability for the packets with high transmission time (30.3 x 10%usec) is better than

the packets with low transmission time (0.3 x 10%usec).

Moreover, the impact of various required transmission time on the outage probability is measured
as shown in Figure 3.3. The outage probability goes down when the distance and required

transmission time increases.

In Figure 3.4, the outage probability versus noise signal (Pn;se) is examined for various distance

values. The following remarks are concluded:

e as long as the noise signal Py,;se increases, the outage probability rises because it means

that the noise signal is too high in-comparison with the received signal;

e a high distance results high probability of link outage which is close to 100%.
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3.3.2 Outage Probability versus Transmission Power
Because some road entities have limited batteries, they may send the packet with low transmission

power to save energy. As a consequence, the probabilities of link outage with various transmission

power and distance are measured. The outage probability is computed by

P, [RP < Py] = P[RP < Py,]
= P[TP — PL — X, < Py]
= P[X, > TP — PL — P,]

= P[Xg > ﬁg]

where P, is the power threshold and g3 = TP — PL — P;,. The probability is expresses as

Q-function as follows

PIX, > i) = (2) (3:20)
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Figure 3.5: Outage probability versus transmission power and distance
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The outage probability is required to determine the optimal distance for acceptable signal as
shown in Figure 3.5. As the distance goes up, the outage probability increases as shown in
Figure 3.5. When the distance between the sender and receiver is increased, the road entity

requires to increase the transmission power to guarantee good signal.

3.3.3 Signal-to-Noise Ratio

Outage probability versus threshold SNR

In vehicular network, the signal could be affected by various obstacles such as large truck and
buildings. Thus, the signal should have less noise when it is received. As a result, probabilities

of link outage with various SNR thresholds and distance are computed. The outage probability

Outage Probability

'20 1 1 1 1 1 1
5 10 15 20 25 30 35 40

SNRTh (dB)

Figure 3.6: Outage probability versus threshold SNR (dB)
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is given by

Pout[SNRdB < SNRH,,] = P[SNRdB < SNRth]
= P[TP — PL — X, — PNnoise < SNRyp]
= P[X, > TP — PL — Pnoise — SN Ryp]

= P[Xg > 53]

where 83 = TP — PL — Pnoise — SNRy,. When the distance between road entities is greater
than 10 m as shown in Figure 3.6, low SNR thresholds are recommended to be able to achieve

low outage probability.

3.4 Simulation Performance Analysis
A V2X network is considered with 100 road entities and 6 RSUs with parameters as shown in

Table 3.3. The road entities move over an area of 800 x 800 m? with various speed ranges as

Table 3.3: Simulation parameters for studying the proposed algorithm

Parameter Value
Simulation time (sec) 1000
Simulation area (m?) 800 x 800
Number of nodes 100
Noise power (dBm) -90
Bandwidth (M Hz) 70
Frequency Band (M Hz) 5855-5925
Packet size 510 Bytes
Data rate (R) 8.16 Mbps
Required transmission time (usec) 500
Transmission Power (dBm) 23
Transmission Range (m) 250
Antenna height for UE - hygp (m) 1.5
Average building height - h (m) 5
Queue capacity 25
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Table 3.4: Mobility parameters

Road Entity | Speed range

Vehicle [54-72] km/h
Motorcycle [54-72] km/h
Cycle [3.6-14.4] km /h

Pedestrian [3.6-4.32] km/h
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Figure 3.7: Simulation area in QoS-balancing relay selection algorithm

shown in Table 3.4. The road entity sends the transaction message to the core network directly
or using a multi-hop routing protocol as shown in Figure 3.7. In addition, the considered network

has heterogeneous nodes where the road entity includes vehicles, pedestrians, motorcycles and

cycles.

3.4.1 Validation

To validate the simulation, the simulation results of the existing model are compared with the

validated results [102] as shown in Figure 3.8. The simulation results are very close to the
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Figure 3.8: Validation results for average V2V hops and number of gateway nodes

validated one in both average V2V hops and the number of gateway nodes.

3.4.2 Existing Model Definition

The existing model [102] is used to evaluate the performance of the proposed model. Based on
the literature review in Chapter 2, most of existing solutions were proposed to evaluate the link
in vehicular network, however, they were applied on different communication protocol such as
IEEE802.11p. Thus, this could cause a difference in link characteristics. As a result, this model
is the one that evaluates LTE link in vehicular network which is very close to the proposed model.
Here, both models are evaluated in two metrics which are PDR and end-to-end packet delivery
ratio. The existing model suggested a hierarchical approach to decide if a vehicle should act as a

gateway or not. In the first level of clustering, they proposed the fuzzy logic algorithm to choose
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cluster heads. Then, they applied the Q-learning algorithm to choose some of cluster heads as

gateways between IEEE802.11p and LTE networks.

Fuzzy logic algorithm
The competency value calculation consists of three steps. First, the velocity factor, leadership
factor, and signal quality factor are calculated for each one-hop neighbor who is within the range

of %T R where T'R is the transmission range.

Q-learning algorithm

They used a Q-learning algorithm to determine whether a cluster head should work as a gateway
or not. The Q-value for a given action is determined by the discounted reward. If a vehicle is
directly connected to the base station, the vehicle can get a positive reward. However, the value

of the reward is decreased with the increase of the number of devices.

3.4.3 Measure the Complexity of the Proposed Algorithm
Here, the time complexity for the AHP algorithm. Each time the node would like to evaluate

the link, it goes through the following calculations:

1. Normalize (A) as shown in Eq(3.12): In this case, the time complexity of computing

the value is n(n + 1)/2 which is equal to O(n?) where n = 5.

—
2. Multiply the result of previous step by ePCM: This usual way to multiply a nxn
matrix with a nx1 vector requires (n x n x 1) multiplications and n x 1(n — 1) additions,

so asymptotically 2 x n X n x 1 elementary operations.

_ —_
3. Compute ePCM only once at the beginning: Also, the computing of e PC'M requires
two nested for loops to measure the normalized value of PC'M. Then, the time complexity

is equal to: O(n?) where n = 5.
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3.4.4 Experiment Results

The network throughput is evaluated by measuring two main metrics which are PDR and end-
to-end packet delivery ratio. PDR is the rate of the packets that are generated but not delivered
to the designated road entity. PDR evaluates the link between each two road entities. It is
computed by

NI,
PDR; ;= 2 (3.21)
2]

where NI; ; and T1I; ; are the negative interactions and the total interactions between road
entity ¢ and road entity j, respectively. On the other hand, the end-to-end packet delivery ratio

represents the percentage of the arrived packets to the core network. It is measured by

AP

DR=5p

(3.22)

where G'P is the total number of generated packets by all road entities, and AP is the number

of arrived packets to the core network.

Investigating Different Metrics
Here, the impact of various matrices on PDR and delivery ratio is studied. Various cases are

assumed as follows:

Case 1: Replace Channel capacity (C*) with Direction (D".)

Case 2: Replace Channel capacity (C*) with Number of hops (H*.)

e Case 3: Replace Channel capacity (C*) with Acceleration (Acc'.)

Case 4: Replace Channel capacity (C!) with Queue size (Q*.)

In Figure 3.9 (a), case 1 ensures minimum value of PDR when the direction has the highest
priority. On the other hand, the PDR is the highest in case 3 where the acceleration has a very
low impact on the link. In addition, in Figure 3.9 (b), based on the previous result in (a, case 1

achieves the higher delivery ratio for the packets to the core network.
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Figure 3.9: Investigating the impact of different metrics on: a) PDR; b) End-to-end delivery
ratio

Evaluation measure for end-to-end delivery ratio

An experiment is conducted to study the performance of the proposed model in comparison with
the existing model regarding the delivery ratio. As shown in Figure 3.10, the delivery ratio values
are not stable and go up and down in both models. After time interval 300, the delivery ratio in

the proposed model is approximately stable which means there is a balance between generation
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Figure 3.10: Evaluation measure for end-to-end delivery ratio during the simulation time

and arriving packets. On the other hand, it still goes up with time in the exiting model until it

reaches 69%. This is means that the packets take more time to be delivered to the core network.

Evaluation measure for PDR

Another experiment is conducted to study the performance of the proposed model in comparison
with the existing model regarding PDR as shown in Figure 3.11. The PDR starts with high values
in the existing model then it goes down gradually with time. By the end of the simulation, the
PDR is equal to 20% which is quite high because many surrounding nodes send their packets
to the same gateway which causes congestion and buffer overflow at the gateway node. Thus,
PDR value increases in the existing model. On the other hand, the PDR in the proposed model
slightly decreases with time. In general, it has a stable curve during the simulation time. The

proposed model achieves very low PDR in comparison with the existing model.
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Figure 3.11: Evaluation measure for PDR during the simulation time

Impact of node density on delivery ratio and PDR

The impact of node density on end-to-end delivery ratio and PDR are studied. As shown in
Figure 3.12, the delivery ratio increases when the number of road entity increases. This is
because of the availability of various neighbors to deliver the packets to the core network. The
proposed model achieves high delivery ratio which is around 90% when the number of road
entities is equal to 250. On the other hand, the delivery ratio in the existing model starts with
low value around 50% when the number of nodes is equal to 50. High number of road entities
means that the road entity has broad choices to evaluate and choose the most stable link. In
the proposed model, PDR is very low when the number of road entities exceeds 100 entities to
reach to 3% when the number of road entities is equal to 250. However, the PDR in the existing

model is quite high where it reaches 10% in the best case.
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Figure 3.12: Impact of node density on end-to-end delivery ratio and PDR

Impact of road entity transmission range on delivery ratio and PDR

Various transmission ranges of road entity affects the detecting range of neighboring nodes
(relaying nodes). Short range leads to less number of neighboring nodes. Thus, the road entity
has few links to relay packets to the core network. In Figure 3.13, the impact of different
transmission ranges on delivery ratio and PDR are studied. The ratio in the proposed model
increases when the transmission range increases. On the other hand, the ratio in the existing
model goes down because the range of electing cluster heads and gateways increases, thus, few
number of cluster heads exist. In addition, the PDR in the proposed model is stable and not
affected by the transmission range which achieves very low PDR that is equal to 5%. However,
the PDR increases when the transmission range increases in the existing model because the large
distance to the gateway gives higher outage probability. As a conclusion, the road entity in

proposed model always chooses the trusted link and consider the distance to the relaying node.



75

—
Ju—

I T — 109
08F = -10.8
o
L ——— 0.7
> — —
b 06 I - 06
2
Sos 05 &
= [a®
5 041 **= Delivery ratio (Proposed) 104
= =:Delivery ratio (Existing [102])| |
=) -
;f] 031 IP;BE (Pr(?pc?sed) {03
—_ (Existing [102])
02r - — 102
0.1r 10.1
0 | | | | |

50 100 150 200 250
Transmission Range (m)

Figure 3.13: Impact of road entity transmission range on end-to-end delivery ratio and PDR

Impact of road entity speed on delivery ratio and PDR

The link outage, that is caused by node mobility, is the most challenge in vehicular network. As
a consequence, the impact of road entity speed on the end-to-end delivery ratio and PDR are
studied. As shown in Figure 3.14, the delivery ratio goes down when the entities' speeds increase
in both models. However, the proposed model slightly decreases and achieves acceptable ratio of
arrived packets to the core network, which is around 85% of total packets. The drop in delivery
ratio in the existing model is higher than the proposed model which approximately reaches to
57%. On the other hand, the PDR increases when the speed increases in the existing model to
reach 33% in the worst case. On the other hand, PDR in the proposed model slightly increases
when the speed increases. As a result, the link stability in the proposed model is better than

that in the existing model where the PDR is not highly affected by the road entity speed.
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Figure 3.14: Impact of road entity speed on end-to-end delivery ratio and PDR

Study improvement rate
The improvement rate on delivery ratio and PDR for the proposed model in comparison with

the existing model [102] is studied. Improvement rate of delivery ratio is computed by

|Valueem»st — Valuepmp|

Rateimpl = (323)

Valueeg;st

where Value,,op is the delivery ratio in the proposed model and Valuecyis: is the delivery ratio

in the existing model. Improvement rate of PDR is computed by

Rateimpg =1- Rateimpl (324)

The improvement rate on the delivery ratio and PDR for various node densities are measured.



7

—

T T
=-End-to-end delivery ratio
“0-PDR |

154
O
T

o
)
T

2

.
-~

-0~
".—-.-—.—"."-.—.._--.'—'.—-'.-_.— B

<
9
T

<
[@))

T

[ ]
.

I

Improvement rate
o o
~ W
T T
%
1
| |

o
[98]
T
1

o
[N}
T
1

o
—
T
|

I

50 100 150 200 250
Node density

o
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As shown in Figure 3.15, the delivery ratio starts with high improvement rate when the node
density is equal to 50 because of the high difference between the values of proposed and existing
models in Figure 3.12. As the node density goes up, the delivery ratio values for both models
starts converging in Figure 3.12. Thus, the improvement rate for delivery ratio decreases. The
proposed model improves the delivery ratio by 13% when the number of road entities equals 250.
Also, the improvement in PDR decreases when the node density decreases. However, the PDR
starts with higher improvement than the delivery ratio. At node density 250, the improvement
in PDR reaches to 23%. As a conclusion, the behavior of the exiting model gets close to that of

the proposed model when the node density increases.

Moreover, the improvement rate on delivery ratio and PDR for various node transmission ranges
are evaluated as shown in Figure 3.16. The improvement in delivery ratio increases when the

transmission range increases to reach 23%. It means that the proposed model is still able to
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Figure 3.16: Improvement rate in the delivery ratio and PDR with various transmission ranges

choose the most stable link to deliver the packet with the increasing in distance between the
source road entity and its neighboring entities. In addition, the improvement in PDR decreases
when the transmission range increases. However, the improvement is less than the improvement
in delivery ratio. Furthermore, the improvement rate on delivery ratio and PDR for various
node speed are studied as shown in Figure 3.17. The improvement in the delivery ratio goes up
when the road entity increases, however, the proposed model achieves low improvement rate on
PDR when the speed increases. Thus, the proposed model achieves higher improvement in the
delivery ratio in comparison with the PDR. Generally, the performance of the proposed model

is able to ensure stable connection even with high mobility road entities.
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Figure 3.17: Improvement rate in the delivery ratio and PDR with various node speeds

3.5 Summary

In this chapter, a multi-metric QoS-balancing relay selection algorithm V2X communication
was proposed. Various criteria were considered to evaluate the link quality, which are channel
capacity, link stability, end-to-end delay. Also, the outage probability behavior was proposed
based on the channel model in the LTE-A (release 14). The outage probability for various
distances, transmission powers and SNRs were measured. Then, several experiments were
conducted to evaluate the performance of the proposed model. The impact of various factors
such as the number of road entities, the entity's transmission range and the entity's speed on

PDR and delivery ratio were studied. The main conclusions are:

e The required transmission time for delay-sensitive messages is equal to 100 ms. Thus, the

probability of having enough data rate is greater than 0.5 when the distance is less than



80

100 m.

As long as the distance between road entities is less than 10m, the probability of link outage

is very low.

When the road entity transmits the packets with a standard power of 23 dBm, the outage

probability is less than 0.5 when the distance is around 50 m.

The delivery ratio in the proposed model is stable most of the time, which means there is

a balance between generating and arriving packets.

Higher number of road entities leads to a higher number of potential links to relay the
packets. Thus, the proposed model achieved very low PDR, which is equal to 3% when the

number of road entities is 250.

In the proposed model, a slight increase in delivery ratio was recorded when the transmis-

sion range increases because of the increasing of neighboring entities.

In the existing model, the PDR increased when the speed increased to reach 33% in the
worst case. On the other hand, PDR in the proposed model slightly increases when the

speed increases where it is less than 10%.

The simulation results showed that the proposed model improved PDR by 23% and delivery

ratio by 13% in comparison with the existing model.
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Chapter 4

Recommendation-based Trust

Model for V2X Communication

Based on the literature review in Chapter 2, the detection of internal attacks is a common
challenge in the vehicular network, especially non-stable malicious behavior as mentioned in Gap
1.1 in Chapter 1. Therefore, this chapter addresses this research gap and achieves Objective
2 in Chapter 1 by designing a trust-based model for V2X communications. In Chapter 3, the
communication between road entities is improved by evaluating the link properties to choose the
trusted communication link. However, the node behavior was not evaluated. Therefore, this
chapter proposes a trust-based model to assess the entities' behavior. Thus, ensuring that the

packet arrives using a trusted link (Chapter 3) to a trusted entity (Chapter 4).

Recently, some researchers designed trust models for vehicular networks to build up trust re-
lationships among nodes [38, 53, 56, 62]. However, the node can only make a decision when
there is a previous communication with the considered node. However, this is not the case in

vehicular network where there is always high chance for meeting new nodes. To address new nodes
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problem, recommendation-based trust model was suggested where the decision is based on direct
interactions and the received recommendations. However, in some cases, the compromised node
sends a fake recommendation regarding a normal node or other malicious node. As a result,
adding recommendation filtering phase to the trust model was developed to ignore dishonest
recommendations. For instance, some solutions in [121-124] suggested a recommendation-based
trust model for choosing a trusted node. To overcome some of existing limitations such as cent-
ralized models and the existing of opinions, this chapter proposes a distributed recommendation-
based trust model for protecting direct communications by excluding untrusted entities in the
V2X network. The node can make a decision independently and detect malicious nodes prior to
interactions. In addition, the proposed model is able to ignore the dishonest recommendations
that are generated by highly trusted nodes. Furthermore, the impact of the non-stable malicious
pattern is examined. Also, it presents a theoretical analysis and performance evaluation of the

proposed model in comparison with the existing model [121].

4.1 Proposed System Model

A V2X communication technology is considered where it supports the connection between
heterogeneous nodes in the vehicular network. This subsection explains the applied attacker

model in details. In addition, it presents the main structure of the system model.

4.1.1 The Considered Network

We consider a vehicular network which consists of N road entities. The road entities include
vehicles, pedestrians, cycles and motorcycles. Thus, they move at various speeds through a
dedicated route. The communication in the considered network is provided by the LTE-V2X
communication protocol. The side-link supports the direct connection between road entities.
The nodes, which are located out of the network coverage, use relaying nodes to deliver their

packets to the nearest eNB. Two types of nodes are considered as follows:
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e Normal node which generates and sends its packets to the core network. Also, it relays any
received packets towards the core network. In addition, the normal node keeps monitoring
the surrounding nodes and evaluates their trustworthiness. If a misbehaving node is

detected, the node blocks the communication with that node.

e Malicious node when a normal node is compromised and starts behaving maliciously. It
aims to disturb the network and/or trust model performance. Generally, the nodes could
use side-link to establish a multi-hop route to the nearest eNB. However, this is not working

efficiently when the route has compromised nodes that launch the following internal attacks:

— Routing attacks or denial-of-service attacks which affect the packet routing process
by blocking the relayed packets such as blackhole attack where the compromised node
drops all of the received packets; and greyhole attack where the compromised node
discards some of the received packets selectively [21]. The impact of blackhole attack
on the network performance is higher than greyhole attack. However, it is detected

easily in comparison with greyhole attack.

— Recommendation attacks which affect the decision phase in the trust model by
sending fake recommendations regarding other nodes [125], as shown in Figure 4.1,
such as good-mouthing attack where the malicious node f sends good recommend-
ations regarding other malicious nodes e1, es, ... €, as shown in Figure 4.1 (a). In
this attack, the malicious nodes e could be considered as normal nodes. Thus, the
malicious node f disturbs the decision phase; and bad-mouthing attack where the
malicious node f sends bad recommendations regarding other normal nodes ¢1, go, ...
gnp as shown in Figure 4.1 (b). In this attack, the normal nodes ¢ may be classified
by node ¢ as malicious nodes. As much as the number of recommendation attackers
rises, the negative impact on the trust decision increases. Thus, it becomes very hard

for the normal nodes to make correct decisions regarding neighboring entities.

Moreover, the malicious node behavior follows various patterns which are stable malicious be-

havior where the malicious node behaves maliciously in a continuous manner and non-stable
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and node f

(a) Good mouthing attack

~ Common neighbors of node i
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Figure 4.1: General model for recommendation attacks: a) Good-mouthing attack; b) Bad-
mouthing attack

malicious behavior where the malicious node becomes smarter by behaving normally and ma-
liciously in an alternative way. The malicious node behaves maliciously only with a specific
neighbors or during intermittent time periods to keep itself undetected. Detecting this type of

attackers is a challenge because in a short time they can gain high trust values [126].

4.1.2 System Model
Each time the road entity has information to send to the core network, it should go through four

phases as follows:

e Network coverage phase: Each road entity continuously checks its connectivity with the

core network and neighboring nodes. If it is located in-network coverage, it specifies the
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nearest RSU or eNB to communicate with. Otherwise, it looks up for a nearby entity to

relay its packets.

o Communication phase: If the road entity has a direct link with eNB, it sends the packet
directly through the network. Otherwise, the source entity ¢ measures the trustworthiness
degree for the relaying entity j. If road entity j is trusted, the entity ¢ sends the packets
to road entity j. Otherwise, it searches for another neighboring entity. In case there is no
trusted neighboring entities, it should wait till a connection with the network or trusted

entity is established.

e Trust calculation phase: Trust calculations are executed on the road entity level in a
distributed manner. Each road entity is able to compute trust value for surrounding entities.
This phase maintains two levels of trust: direct and indirect. This phase is explained in

details in Subsection 4.2.

e Decision phase: Each road entity has a local blacklist where the malicious neighboring
entities are added to its blacklist. Decision is made based on total trust value as shown in

Subsection 4.2.

4.2 Recommendation-based Trust Model for V2X

The proposed model is designed to protect V2X communication against internal attacks. The dir-
ect communication with surrounding road entities creates a trust relationship. It is measured as a
continuous valued variable in the range of [0, 1], in which 0 means that the node is untrustworthy
and 1 means that the node is trustworthy. Trust relationship could be improved or broken based
on positive and negative interactions with the surrounding entities. In addition, the other entities'
opinion affect on some ways on the trust relationship. However, these recommendations should
be filtered to discard any dishonest recommendations. Therefore, the road entity becomes able to
make accurate decisions regarding the neighboring entities. Building on a comprehensive review
in [4], the summary offered that the weighted sum and fuzzy logic are the most common methods

to measure trustiness in vehicular networks. Furthermore, in previous work [127], a comparison
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between the trust methods for the vehicular network scenario was proposed. These results
showed that the weighted-sum is more efficient than fuzzy logic. Therefore, trust calculations
in the proposed model are executed in a distributed manner using weighted-sum method. The

trust calculation includes two main trust components as follows:

4.2.1 Current Trust - Tc((tij)
It is an evaluation of the current relationship between node ¢ and node j during the time interval
t. The evaluation is measured based on the current and past experience with node j. It is
computed by

®

@t _ Tp@.4) d(i.j)
Tigy = 5 (4.1)
where Tp(g i is the past trust measure of node ¢ regarding node j, and T(EZ? i is the direct trust
value between node i and node j. Because of the importance of both past and direct trust, the

same weight is given for them. Here is the detailed description:

Past trust - 7" _
p(i,5)

It is a measure of the historical behavior of each node j. The node i records the last computed

total trust value for the node j which it has previous communications with them. In case of node

1 does not have previous communication with node j, the past trust value will be equal to the

initial trust value Tt((o.).
i,

) In addition, the smart attacker could stop behaving maliciously for a
long time. Therefore, it behaves normally in current period, however, its past trust value is very
low which assists neighboring nodes to detect the attacker correctly. It is calculated as

70 =)

p(ig) = L(ig) (4.2)

where A is the time for the last computed trust value of node j, and Ty(; ; is the latest total
trust value during time interval (¢ — A). Because the topology in vehicular network frequently
changes, node i meets different nodes each time interval ¢. Therefore, A value is not fixed and

varies based on the last communication with node j.
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Direct trust - 7"
d(i,5)

Each road entity monitors surrounding entities for packet forwarding service. Node ¢ computes

the direct trust of its one-hop neighboring node j which is based on the direct interactions

between them. Thus, it is calculated only when there is a direct communication between node

1 and node j at time ¢t. During the interaction, node i collects information regarding the sent

packets and whether node j relayed them or not. Therefore, it uses the collected information

to compute the direct trust value which represents the forwarding packet rate during the time

interval t. It is calculated using
0 _ Slig

Td(i,j) = TI( (43)

i,5)

where S1; ;) is the successful interactions between node i and node j, and T, ;) is the total
interactions between node i and node j. As much as the forwarding rate increases, the direct
relationship gets improved. The direct trust has the same importance as the past trust. For
instance, the normal node could be compromised and starts behaving maliciously, however, its
past behavior is trusted. Thus, the low direct trust value helps surrounding entities to detect

the compromised nodes.

. t
4.2.2 Indirect Trust - T\
in(i,)
It is a measure for trust relationship depending on the surrounding nodes' opinion. Consequently,
node ¢ sends requests to the neighboring nodes k to collect their recommendations regarding node
7. Indirect trust is a distributed operation where all nodes can compute indirect trust based on
the received recommendations at time ¢t. To achieve an accurate result, the recommender node

k should only send its recommendation about node j if it had a previous communication with

it. The following steps are proposed to filter out the dishonest recommendations:

Confidence value - C((:)k)

The confidence value measures to which extent the node i can trust the recommender node k.

Thus, the node 7 computes the confidence value for each recommender node k depending on the
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Input: Thy,The, L < list of node i neighbors which have a previous direct communication
with node j

. ()
Output: Tin(i,j)
o
i,)
2: a0
3: for each node L(k) do

se p(t)
4: if Tt(i7L(k)) > The then

. (t)
5: C(i,L(k)) «—1
6: else »
7 if Tt(stl)’L(k)) > Thr then
8: C(i,L(k)) ~— 0.8
9: else( )
t
10: C’(i’L(k)) «~0
11: end if
2 end i o (1) )
t t t t
13 Py« Pagy + (Chnmy > Tinw.p)
14: a+—a+1
15: end for o
16: T(t) “ Pl
© Tan(d,g) a

Algorithm 4.1: Algorithm for computing indirect trust

total trust value Tt((ti)k). The confidence value is computed by

£ 70
L AT}, > The

Cliy = {08, if Thy < T, < The (4.4)

£ 7
0, ifT{), <Thy

where Th¢ is the confidence threshold, and Thy is the trust threshold. Based on (4.4), the normal
node has 80% confidence level when its trust value is between the confidence threshold and the
trust threshold. As much as the trust value increases and exceeds the confidence threshold,
the recommender node is fully trusted. In addition, the recommendations which are sent by

malicious nodes are ignored.
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Indirect trust measure
The indirect trust value is measured as an average value of the received recommendations
regarding node j. Therefore, node 7 calculates the indirect trust for node j using

a (t) ()

in(i.j) “

where a is the total number of recommendations. The indirect trust computation works as shown

in Algorithm 4.1.

4.2.3 Total Trust - 11((2”
Each node is able to make a decision regarding nearby nodes by computing total trust value.
Because the vehicular network has a dynamic topology, the node experiences various communic-
ation cases. Therefore, not all trust components are computed each time and for all cases. For
example, in case of traffic jamming in the city center, the topology is stable for a period of time.

Thus, the past trust should be considered. As a consequence, node i examines three parameters

before calculating the total trust value for node j as follows:

e New communication: which determines whether the connection between node ¢ and node

j is for the first time.

e Existing of recommendations: which checks whether node ¢ has common neighbors with

node j and they have recommendations regarding node j.

o Current communication: which determines if there is a communication between node 7 and

node j during the current interval.

The evaluation of the total trust can be done using Figure 4.2, where all possible scenarios in

V2X communications are considered as follows:

e (Case 1: There is no current communication BUT there are recommendations.
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Recommendations EE——1 First time communication (method 1) W Has previous communication (method 2)

0 1 Current Communications

Figure 4.2: Total trust decision mapping in the proposed model

o Case 2: There are current communications AND recommendations.

e Case 3: There is no current communication AND no recommendations.

e Case 4: There are current communications BUT no recommendations.

Depending on whether previous communications exist, the total trust is updated using two

different methods:

Method 1
When node i establishes the communication with node j for the first time. In this scenario, the

current trust is ignored because node i does not have an accurate past trust value for node j.
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Thus, the direct and indirect trust are only considered. Total trust is measured by

(t)
in(i,5)’
(t)

wy X Tyt
(0)

t(i,5)’
()
Tigi,g)

In case 1, the indirect trust is only counted be

Case 1.

)

+ wo X Té(i’j), Case 2.

)
Case 3.

Case 4.

cause node ¢ only has recommendations regarding

node j. Whereas, when the current communication exists in case 2, node ¢ evaluates node j based

on a weight-sum of direct and indirect trust.

In case 3, node i does not have any information

about node j. Thus, the initial total trust value is used. Finally, the direct trust is only evaluated

in case 4 because of lacking enough recommendations about node j.

Method 2

When node i has previous communications with node j. Thus, node ¢ has an updated value for

past trust of node j. In this scenario, the curre

nt trust is measured when direct trust has a value.

Otherwise, the past trust and indirect trust are only counted. Total trust is computed using

(t)
w1 X T

(t)
w1 X Tia g
(t)

p(4,5)

)
Teii gy

) T w2 X ngzz)}j)’ Case 1.
(t)

+wy x T, ., Case 2.

Case 3.

Case 4.

where wy and wy are weights for indirect trust and (direct/current or past) trust, respectively.

wy represents the recommendation rate as follows:

wyp =a X

RC

_ 4.8
Neighbors® (48)
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where Neighbors® is the number of node i neighbors at time ¢, RC is the recommendation

factor, a < Neighbors®, and wy = 1 — wy.

Because there are recommendations regarding node j in case 1, node ¢ is able to compute a
weighted-sum of indirect and past trust. On the other hand, when the current communication is
established in case 2, node ¢ can measure current trust and indirect trust. In case 3, node i can
only compute past trust value of node j. Current trust is only considered in case 4 when there

are no recommendations regarding node j.

Moreover, each node computes the total trust for all neighboring nodes. The time complexity for
computing direct trust value is equal to O(1) as Eq(4.3) is a linear equation. But because it is
computed for each neighbor, the complexity becomes equal to O(N eighbors(t)). Then, the node
starts collecting recommendations for regarding the neighboring nodes. The time complexity
for computing indirect trust is equal to O(Neighbors(t) x a) where Neighbors® is the number
of neighboring nodes and « is the total number of recommendations about node j. Finally,
the time complexity for computing the total trust value for each neighboring nodes is equal to

O(Neighbors®).

4.2.4 Trust Decision

Based on the calculated total trust value, the node is able to make local decisions regarding the
surrounding nodes. Every node has a local blacklist which contains a list of untrusted nodes
based on its decision. Thus, node i blocks the communication with any node j in the blacklist.

Based on a predefined trust threshold (T'hr), the decision is made by

Trusted, it T > Thy.
Decision = t0.g) (4.9)

Untrusted, if Tt((?j) < Thr.
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4.3 Simulation Analysis
Here, the simulation set-up is presented to study the performance of the proposed model. Also,
the mobility parameters for various road entities are suggested. In addition, various experiments

with various malicious behaviors are conducted.

4.3.1 Network Specifications

A V2X network is considered with 24 road entities and two RSUs with parameters as shown
in Table 4.1. Trust threshold value (Thr) is chosen in the middle of trust value range because
once the threshold goes above 0.5, the False Positive Rate (FPR) value increases. Also, the False
Negative Rate (FNR) value increases when the threshold becomes less than 0.5. Therefore, the
initial trust value Tto(i)j

in Figure 4.3, the road entities move over an area of 800 x 800 m? with various speed ranges.

) is equal to 0.5 to be very sensitive for any malicious behavior. As shown

The proposed communication scenario is related to direct links in cellular networks. The road
entity only uses the multi-hop route when it is located out of the network coverage. Therefore,
computing trust value for the neighboring nodes in this scenario is a challenge because the node
does not continuously communicate with the neighboring nodes. In addition, the considered
network has heterogeneous nodes where the road entity is not limited to vehicles but also includes

pedestrian, motorcycles and cycles with various speeds as shown in Table 3.4 in Chapter 3.

Table 4.1: Simulation parameters for studying the performance of recommendation-based trust
model

Parameter Value
Simulation time 80 iterations
Simulation area (m?) | 800 x 800
Number of nodes 24
Thr 0.5
The 0.8
RC 0.5
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Figure 4.3: Simulation area in recommendation-based trust model

Thus, the connection time could vary depending on the speed of source and destination nodes.
To measure the performance of the proposed trust model, four malicious behaviors are studied

which are blackhole attack, greyhole attack, bad-mouthing attack and good-mouthing attack.

4.3.2 Evaluation of Fuzzy Logic Algorithm in Decision Making

Various behavior-based solutions were proposed for addressing the internal attacks. Based on the
literature review in Chapter 2, the most common methods are: weighted-sum and fuzzy logic.
The proposed model applied weighted-sum in total trust calculations. The decision of using this
method is based on a comparison between various trust-based methods in a previous work [127].
Fuzzy logic algorithm incorporates a series of IF-THEN rules to solve a control problem rather
than attempt to model a system mathematically. The main steps of the fuzzy logic model are
as follows [61]. First, the fuzzy sets and criteria are defined; nezt, the input variable values
are initialized; then, the fuzzy engine applies the fuzzy rules to determine the output data and
evaluate the results. To evaluate fuzzy logic method, the weighted-sum equations in Figure 4.2

are replaced by fuzzy logic as shown in Figure 4.4 where the linguistic inputs are indirect trust and
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Recommendations E=—=] First time communication (method 1) W Has previous communication (method 2)

0 1 Current Communications

Figure 4.4: Total trust decision mapping with fuzzy logic algorithm

(past/current/direct) trust as shown in Figure 4.5. The input linguistic variables are connected
through AND logical operator. The membership functions were used are proposed in [126] and
shown in Figure 4.6. Then, trust values are calculated by passing the fuzzy sets described in [126]

) uses Triangular and Trapezoidal Membership

through fuzzy inference rules. Total trust (Tt((?j)

Direct/Current/Past
Trust

®
Total Trust - Teiijy

Indirect Trust

Figure 4.5: Fuzzy logic system structure in [120]
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(b) Indirect trust; (c) Total trust

Functions which are specified by three parameters: Malicious, Less Trusted, and Normal. The

number of the input linguistic variables is two in the proposed method and each variable takes
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Table 4.2: Fuzzy if-then control rules

Rule Num | Direct/Current/Past trust | Indirect trust | Total trust
1 Low Low Low
2 Low Less Low
3 Low High Less
4 Less Low Low
5 Less Less Less
6 Less High Less
7 High Low Less
8 High Less High
9 High High High

three values. Thus, the total number of rules, with all possible combinations, is 9 as shown
in Table 4.2. After fuzzification, the next step is a defuzzification to get crisp values using

mathematical method.

Comparison results

FNR is evaluated with various percentage of malicious nodes in Figure 4.7 (a). As much as the
percentage of malicious nodes increases, the FNR values go up for both methods. FNR in fuzzy
logic starts with same value as weighted-sum when the percentage is equal to 12.50%. However,

FNR in weighted-sum achieves lower rate than fuzzy logic.

Moreover, PDR is measured with various percentage of malicious nodes in Figure 4.7 (b).
The PDR values start with approximately same values which are equal to 0.01. As much as
the percentage of malicious nodes increases, the difference between the PDR of both methods
increases. When the percentage of malicious nodes is equal to 87.50%, the PDR equals 0.33 in
the fuzzy logic method.

4.3.3 Study the Performance of the Proposed Model
In this subsection, the network performance is studied by measuring PDR and network through-

put in the existence of blackhole and greyhole attacks. In addition, the impact of various attacks
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Figure 4.7: Comparison results for various decision making algorithms: a) FNR; b) PDR

on the total trust value is studied.
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Network Performance

The performance of the entire network is represented by two parameters, which are PDR and
network throughput, in the presence of malicious nodes. PDR is calculated using (3.22). The
network throughput is measured by the percentage of packets that are sent successfully. It is
calculated using

SP
Net k Th hput = — 4.10
etwork _Throughpu TP ( )

where SP is the number of packets that are successfully sent and TP is the total number of

generated packets in the network.

In Figure 4.8 (a), the PDR keeps increasing until reach approximately 0.4 in the worst case when
the percentage of malicious nodes is more than or equal to 87.50% and all malicious nodes are
blackhole attackers. On the other hand, in the greyhole attack, the dropping rate also increases

but with a lower rate.

Moreover, the network throughput is measured as shown in Figure 4.8 (b). In case of greyhole
attack, the proposed model can keep the value of throughput greater than 0.7 even in case of
the high percentage of malicious nodes. While in the blackhole attack, the network performance

decreases to reach 0.65 in the worst case.

Detection Rate for Blackhole/Greyhole attackers

Blackhole attack is easier to detect than greyhole attack because the malicious node in the
blackhole attack drops all of the received packets. In Figure 4.9, the trust value starts with the
initial value which is equal to 0.5. In blackhole attack, at the first intervals when the malicious
behavior is launched, the trust value drops to 0.08 which is a small value; then, the trust value
gradually decreases with time. In the greyhole attack, during the first intervals, trust value
increases because of a low dropping rate; then, trust value goes down because of the impact of
the received recommendations. The obtained result is expected as the blackhole attacker drops
all of received packets, however, the greyhole attacker stops forwarding some of received packets.
Thus, the drop for network throughput values in blackhole attack is higher than the greyhole
attack.
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4.4 Theoretical Analysis

In this subsection, a theoretical analysis is presented to explain and show the performance of
the proposed model and the existing model [121]. The recommendation-based trust model in
[121] is used to evaluate the performance of the proposed model. Based on literature review
in Chapter 3, this model is chosen because it applies very similar method to the proposed
model which includes recommendation filtering and clustering. Also, weighted-sum method was
implemented in the existing model. In addition, it was applied on a mobile adhoc network
which has network specifications close to the vehicular network. These reasons makes it a good
candidate for comparison. The model in [121] considered two trust components which are direct

and indirect to filter out bogus recommendations. The total trust is computed by

Tij = wg x Tjs +w; x T}, (4.11)
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where T is the direct trust, T}

i 1s the indirect trust. wy and w; are the weights for direct and

indirect trusts, respectively, and wg + wg = 1. The calculation of direct trust (Tg) is based on

the beta function as follows

oo
T = 9 4.12
VT e T (4.12)

where k; j = K j + p;i; and 7; j; = 75 ; +w; ;. The calculation of p; ; and w would be as p = p+1
when observing normal behavior (forward packet) and w = w + 1 when observing misbehavior

(dropping packet). The indirect trust (T”) is computed as

H
K

:i. = 78,‘].
T} ZH,j o (4.13)

e=1 €.

where H is the number of received recommendations about node j and e is the recommender
node. In addition, the existing model applied three values on the received recommendations
which are deviation, confidence and closeness. If the computed values applied the predefined
thresholds, the received recommendation is accepted. The following case studies are proposed to

compare the proposed model with the existing one theoretically.

4.4.1 Case Study 1: Evaluating Past Behavior to Reduce the Impact
of Bad-mouthing Attack

The ability of node i to classify normal node j correctly in the existence of a bad-mouthing
attacker is studied. In this case, the direct interaction between node i and node j exists. Also,
there are recommenders about node j.

Statement 1. The proposed model is able to minimize the effect of bad-mouthing attacks.

Proof. In the existing model, node j behaves normally but there is a bad mouthing attack on it.
Because of fake recommendations, the value of indirect trust is less than 0.5: (TlZ ; <0.5). Based

on their assumptions: wy = 0.5, w; = 0.5 and trust threshold is equal to 0.4.

T;; > 0.4 (trusted node)
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0.5 x T + 0.5 x T ; > 0.4
0.5 x (T, + T} ;) > 0.4

d 7 0.4
T +135 2 o3

Tffj +T7,;>08

ng >0.8— Tf’j,
Because Tf ; < 0.5, then Ti‘?j > 0.3 to be be able to detect the normal node correctly. Therefore,
if the normal node relays more than or equal to 30% of the received packets, it is enough to
be considered as trusted node. As a result, the bad mouthing attack has small impact on trust
decision in the existing model while the the node behaves normally. On the other hand, in
the proposed model, when the node j behaves normally but there is bad mouthing attack, the

following conditions are considered:

1. low value of indirect trust: 7"

in(ig) < 0.5, because all recommendations regarding node j

are negative;
2. based on (4.8), w; — (0,0.5] and we — [0.5,1);

3. from 1 and 2, wy X Ti(z)(ij) < 0.25.

In the proposed model, the node is classified as normal node when Tt((ti)j)

method 2 (case 2) is applied because of the existence of direct communication and recommend-

> 0.5. In this case,
ations regarding node j.

Tt((ti) =05 (trusted node)

w1 X 7® + wo X 7®

in(i,j) =05

c(é,4) =
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wa X Tc(étl),]) > 0.5 — wy X TZ(:L)(17])

Because wy x Tl(i)(l ) < 0.25

wa X T} > 0.25
Thus, the node takes incorrect decision regarding normal node when

wa x T} < 0.25

we < TO('f)5 , Because wy > 0.5

c(4,5)

0.25
ON > 0.5
c(i,9)

(1)
0.25 > 05 x T)

The normal node is always classified as malicious node regardless of the value of indirect trust

when

(), <05

(t) (t)
T i 4T
Therefore, w <05

)
@.7)
T(XZ 5> 0.5, the model cannot detect it incorrectly as a malicious node. As a result, there is no

As a result, if the node has a good past behavior ngf > 0.5 and a good direct experience

impact on bad mouthing attack in the proposed model.
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4.4.2 Case Study 2: Evaluating Past Behavior to Reduce the Impact
of Good-mouthing Attack
The ability of node i to detect malicious node j correctly with the existing of good-mouthing

attack is evaluated. In this case study, the direct experience and recommendations regarding

node j exist.

Statement 2. The proposed model is able to minimize the effect of a good-mouthing attacks.

Proof. Existing model: The node j behaves maliciously but there is good mouthing attack. The
attacker sends good recommendations regarding malicious node j therefore, the indirect trust

value of node i regarding node j is high (T;”j >0.5).
0.5 x T, + 0.5 x T} ; < 0.4 (malicious node)
0.5 x (T, + T} ;) < 0.4
T+ T > 55

T+ T} <08

if Tii,j > 0.8, then the malicious node is always detected incorrectly as normal node. Otherwise,

the direct trust value should achieve the following condition:
d i
17, <08 -T;

Therefore, as much as the indirect trust value increases, smaller value for direct trust is required
to be able to detect the malicious node. Hence, the existing model is affected by good mouthing
attacks. On the other hand, in the proposed model, when node i receives good recommendations

regarding malicious node j, the following conditions are achieved:

1. good-mouthing attackers result in high indirect trust value: Ti(??(i 5 = 0.5
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2. based on (4.8), w; — (0,0.5] and we — [0.5,1);

3. from 1 and 2, wy x Tjof, . < 0.5.

In the proposed model, the node is classified as malicious node when ﬂ((ti)

i) < 0.5.

(t) (t)
w1 X Tzn(z,]) —+ wo X Tc(i,j) < 0.5

(t) (t)
we X T i) <0.5—wy x Tzn(z,])

c(i

Because wy x Tl(:t)(”) <0.5

(t)
Wy X T i.5) < 0.5

c(i

Thus, the node takes incorrect decision by classifying malicious node as a normal node when

wy x T} > 0.5

Tc((ti)j) > % ,  Because wy — [0.5,1)
(t)

Teig > 05

7 4t

w > 0.5, Then:

T

(t)
d(i.j) >1-T

t
p(i,5)
Therefore, because it is a malicious node, the direct and past trust are very small which is very
rare to achieve the condition. Therefore, the impact of good-mouthing attack is very small on
(t)

the proposed model unless wy; x T

inting) = 0.5, where indirect trust is the highest value which
3)

equals 1 and w; is equal to 0.5. Finally, the value of total trust is affected by many values which

are the number of recommenders, number of good-mouthing attackers and current trust value.
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Figure 4.10: Effect of decay factor on positive and negative interaction during the simulation
time

4.4.3 Case Study 3: Detecting Non-stable Malicious Behavior

Malicious nodes can escape the punishment when it stops behaving maliciously for a while. As
a consequence, the ability of malicious node to return after a period of time ¢ as a normal node
is measured. In this case study, the non-stable behavior of greyhole attackers is only considered.
Statement 3. Higher detection rate for non-stable malicious nodes in the proposed model than

the existing one.

Proof. The existing model applied decay factor (1) on the number of interactions between node
1 and node j. The number of positive and negative interactions decrease with time when there
is no interaction between them as shown in Figure 4.10. The number of positive and negative

interactions is increased as long as there is a communication between the two nodes. Otherwise,
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the number of interactions is decreased because of applying the following computation

pZPOZdXM, wszldxu
where p and w are the number of positive and negative interactions respectively, and 0 < p < 1.
On the other hand, in the proposed model, the total trust always considers past trust when there
is a previous communication with the considered node j as shown in equation 4.7. In this case,
even if the malicious node leaves the area for a while to wash its past behavior. The proposed

model is able to remember its past behavior.

4.4.4 Case Study 4: Rejecting Recommendations from Malicious Re-

commenders
To disturb trust-based model, the malicious node could send fake recommendations regarding
other nodes. As a result, in this case study, the ability of node i to reject the recommendations
which are sent by malicious nodes is examined.
Statement 4. The proposed trust model is able to reject the recommendations from malicious

nodes.

Proof. In the existing model, the ability of the existing model to ignore the recommendations
from malicious nodes is evaluated. The model applied various conditions on the collected

recommendations, however, the node still counts recommendations from malicious nodes.

The first condition is based on the confidence value which is computed by

Vconf —1_ 120kYik
ik - (Oin+vir)2(dir+vir+1)

where §;;; is the accumulative positive interactions between node ¢ and node k, and ;5 is the

accumulative negative interactions between node ¢ and node k. They are computed using

dik=p+1, ypr=w+l
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confl _ yrconf2
L =

Because the multiplication and summation are reversible operations. Therefore, V; &

where
confl conf2
Vi when 0;1 > v, and V) when i > Ok

Then, the confidence value is increased when the total number of interactions is increased either
positive or negative interactions. Moreover, the second condition is based on the deviation value

as follows:

T = Tif,j‘ <05

For example, if node j is a trusted node where (Tldj = 1). However, node k sends bad
recommendation about normal node j where (T,f, = 0.5). In this case, the deviation condition

is achieved and this recommendation is accepted. On the other hand, in the proposed model,
during the recommendation collection phase, the node i applies the filtering process on the
recommending node k. Thus, if the node & is malicious node, the confidence value C((:)k) is equal

to zero and its recommendation is ignored as shown in (4.4).

4.4.5 Case Study 5: The Road Entity Travels to a New Region

As the road entity has high chance to meet new nodes in different locations while traveling, both
models are evaluated when the road entity moves from its current location to a new region where
there is no previous information about any road entity. Therefore, the ability of the proposed
model to make a decision is studied.

Statement 5. The ability of detecting malicious nodes, when the road entity travels to a new

area, in the proposed model is better than that in the existing model.

Proof. In the existing model, the confidence value will be zero for all recommending nodes because

the confidence value for them will be as follows.
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Sp=p+l=1 yp=wt+l=1 = Vi =0

The algorithm cannot establish trustworthy cluster of recommendations. Therefore, the recom-
mendation system fails and total trust cannot be calculated. As an assumption, if the model is
able to compute the total trust based on the direct trust only, thus, Tf,j = 0.5. Therefore, node
j is always considered a trusted node because the trust threshold in the existing model is equal

to 0.4.

On the other hand, in the proposed model, when no previous interactions between node i and
node j exist, the following information is considered:
) _p®
L Tty = TinGi’

2. C((:)k) = 0.8 because T(t)

k) = 0.5 which is the initial value; as node ¢ does not meet any of

surrounding recommenders before.

Thus, the previous information is used to evaluate the ability of a normal node to detect a

malicious node in a new region.

a_ 1M xT®
2=l (1,;) t(k»J)] > 0.5

a (t) (t)
o< 2 =100 X Ty )]
— 0.5

The node is trusted only if the value of a is located in the valid range.

4.5 Performance Evaluation

This subsection evaluates the performance of the proposed model with weighted-sum method
in comparison with the existing one [121]. The performance of the trust model is studied with
respect to three main metrics which are FNR, recommendation usage rate and prediction rate.
In addition, the network performance is measured by calculating the improvement in PDR and

network throughput. Also, various malicious patterns are examined.
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4.5.1 Evaluation of Trust Model Performance

False Negative Rate

It is the rate of undetected malicious nodes. As long as the model has a low FNR, the impact of
malicious nodes is minimal. High FNR means that the malicious node stays in the network for
a long time without being detected. The result that is shown in Figure 4.11 represents the FNR

for various percentages of malicious nodes. The following remarks can be made:

e in the existing model, as the percentage of malicious nodes increases, FNR rises significantly.

e In comparison with the existing model, the FNR is increased slightly in the proposed model.

Thus, the malicious node is detected faster in the proposed model than the existing one.

e When the percentage of malicious nodes is high, the FNR in the proposed model is still

MExisting [121]
BProposed

FNR

0.2+

0 o= R
12.50% 25% 37.50% 50% 62.50% 75% 87.50%
Percentage of malicious nodes

Figure 4.11: False negative rate with various percentage of malicious nodes
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lower than 0.4.

Recommendation Usage Rate

The recommendation usage rate is critical in the vehicular network because of the high chance of
meeting a new entity. When the vehicle does not have enough information about the new entity,
it leads to wrong decisions. Thus, the received recommendations could minimize the incorrect

decisions.

As a result of the recommendation attacks, the node has to check the trustworthiness of the

recommendation source. The node only accepts the recommendations from trusted neighbors.
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Figure 4.12: Recommendation usage rate in the proposed and exiting models
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Recommendation usage rate is calculated using

Count Recommendations
Recommendation _Rate = =

Total Calculations (4.14)

where Count_Recommendations is the times of using recommendations in trust calculations
and Total _Calculations is the total number of trust calculations. On the other hand, the existing
model [121] applied various conditions for taking the recommendations which lead to ignore the
most of recommendations or accept fake recommendations. Therefore, the recommendation
usage rate in the existing model is less than the proposed one as shown in Figure 4.12, which
means that the existing model does not take advantage of using recommendations as much as

the proposed model.

EExisting [121]
0.9 - M Proposed g

Prediction Rate
o o o o
(9} (@) ~ oo
T T T T
Il Il Il

o
~
T
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12.50% 25% 37.50% 50% 62.50% 75% 87.50%
Percentage of malicious nodes

Figure 4.13: Prediction rate with various percentage of malicious nodes
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Prediction Rate

Prediction rate is the rate of avoiding the first communication with malicious nodes. When the
node moves to a new location, it needs for the recommendations from the neighboring nodes to
have awareness regarding the neighboring malicious nodes and avoid the communication with
them. As a result of the high recommendation usage rate in the proposed model, the nodes
are able to predict and detect malicious nodes before communicating with them as shown in
Figure 4.13. The main reason for the huge difference for prediction rate in both models is
because of the strict condition and limitations for accepting recommendation in the existing
model. For instance, case study 5 in previous subsection presented the limitation in collecting
recommendations when the vehicle travels to a new region. Also, case study 4 showed that the
entity could accept malicious recommendations which could affect on final decision. Thus, the

proposed model improves the network performance by addressing the gaps in the existing model.

EProposed
09 - ElExisting [121] -0.9
EEPDR without defence
0.8+ ¢ Improvement rate (Proposed) -10.8
# Improvement rate (Existing [121])
0.7 - 10.7
o
15
0.6 - 10.6 f
~ 5
N 0.5 0.5 QE)
A >
)
0.4 0.4 g
g
0.3 0.3
0.2+ 10.2
0.1~ 3 =40.1

12.50% 25% 37.50% 50% 62.50% 75% 87.50%
Percentage of malicious nodes

Figure 4.14: Improvement rate in PDR with various percentage of malicious nodes
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4.5.2 Evaluation of Network Performance

The performance of the entire network is represented by PDR and network throughput in the
presence of malicious nodes. PDR is evaluated to see the impact of such attacks with and without
trust models. Also, the improvement rate for both models are measured in comparison with the
network without defense model. As shown in Figure 4.14, the PDR value in the proposed model
is low in comparison with the network without defense. When the percentage of malicious nodes
is less than 50%, the PDR is very low which is less than 10% of the received packets. This
clarifies the high improvement rate of the proposed model in the network performance. On the
other hand, PDR for the existing model is high and close to the values when the network without
defense. Thus, it achieves lower improvement rate. In addition, PDR in the proposed model is
improved to reach 84% when the percentage of malicious nodes is less than or equal to 12.5%.

On the contrary, the exiting model only achieves 25%.
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Figure 4.15: Improvement rate in network throughput with various percentage of malicious nodes
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Moreover, the network throughput is measured with and without trust models. As shown in
Figure 4.15, the network throughput in the proposed model is the highest which leads to an
improvement in the network performance. On the other hand, the network throughput for the
existing model is very close to the network without defense. In addition, the improvement rate in
network throughput in the proposed model is increased when the percentage of malicious nodes

is increased.

4.5.3 Study the Randomness of Malicious Nodes

Here, the impact of random choice of malicious nodes is studied. Each trial different 6 malicious
nodes is defined. In Figure 4.16 (a), the change of choosing malicious nodes in the proposed
model has a small difference of FNR values. However, the FNR values has bigger variation in
the existing model. In addition, in Figure 4.16 (b), the PDR values for most of trials in the
proposed model are less than 0.05. On the other hand, the PDR values in some trials reach to

0.18 in the existing model.

4.5.4 Performance Comparison for Stable Malicious Behavior

The model performance is studied in the case of stable malicious nodes. The malicious node
behaves maliciously in a continuous manner during the whole simulation time. Here, the trust
computation for the malicious node is done in each interval even if after it is classified as a
malicious node to study its malicious behavior. From Figure 4.17, the following remarks are

summarized:

e In the existing model, the trust values are volatile even though the stable malicious
behavior. The reason behind that is the effect of the decay factor which allows for decreasing
the positive and negative interactions when there is no communication. Therefore, the trust
value goes up again during the period of non-communication. Thus, the malicious node
can gain high trust values where the trust threshold in the existing mode is equal to 0.4.

In addition, the malicious node is considered as a normal node for first ten intervals.
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Figure 4.16: Study the impact of the randomness in choosing the malicious nodes: a) FNR; b)

PDR

e On the other hand, in the proposed model, the trust value in the proposed model is more

consistent than the existing model. At the beginning, the value increases because of the

behavior of the greyhole attacker. Then, it gradually decreases over the time because when

no communication is established for a period, the number of interactions is zero. Thus,

the trust value is computed based on the past trust and the recommendations values. In
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addition, the malicious node is detected after a short time which is around the 4** interval.

4.5.5 Performance Comparison for Non-stable Malicious Behavior
The model performance in the existence of non-stable malicious nodes is evaluated in comparison

with the existing model. From the result in Figure 4.18, the following points are concluded:

e in Figure 4.18 (a), the malicious node behaves normally between 1-15 time intervals.
Therefore, the trust values are increased during these intervals in both models. After
the 15" interval, the trust value drops in the proposed model more than the existing
model. The reason for non-steady trust values before the 15" interval is the effect of the
recommendations. If the node receives recommendations regarding the malicious node, the
trust value goes down. Otherwise, the trust value only depends on the direct experience

which means high trust value.

e in Figure 4.18 (b), the malicious node behaves normally between 15-35 time intervals.
However, the normal behavior of the malicious node does not affect the trust value in the
proposed model. The reason for that is the impact of past behavior on the trust value.
On the other hand, in the existing model, the trust value is gradually increased after the
15" interval because of many reasons which are low recommendation usage rate and the

impact of the decay factor.

e in Figure 4.18 (c), the malicious node behaves normally between 35-53 time intervals. The
trust value in the proposed model is not affected. On the other hand, the trust value in
the existing model is gradually increased after the 35" interval, but it is in a lower value

than the previous case.

e in conclusion, the proposed trust model is less affected by non-stable malicious behavior

than the existing model.
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4.6 Summary

In this chapter, a recommendation-based trust model for the V2X network was proposed. Various
trust parameters are maintained, which are direct, past and indirect trust. The proposed
model suggested an adaptive weight in the recommendation filtering process. The weights are
changed based on the number of positive and negative recommendations. Thus, the effect of the
recommendation attacks is reduced. Also, various malicious attacks were examined, which are
blackhole attack, greyhole attack, bad-mouthing attack and good-mouthing attack. Also, various
malicious patterns were applied, such as stable and non-stable malicious behavior. Moreover,
many experiments were conducted to study the performance of the proposed model. Also, the
effect of various percentage of malicious nodes on multiple metrics was studied. A theoretical
analysis for both models was presented to show the outperformance of the proposed model by
studying five case studies with different scenarios. In addition, the simulation results showed

that the proposed model surpasses the existing model. The main conclusions are:

e The proposed model benefited from the neighboring recommendations more than the
existing model. In the existing model, most of the recommendations are discarded because
of confidence and deviation thresholds. However, the recommendation usage rate for the

proposed model is around 75%.

e The proposed model improved the network performance by achieving low PDR in compar-
ison with the network without defense system. The improvement rate reaches to 36% for

the maximum percentage of malicious nodes.

e The network throughput was improved by the proposed model by an average percentage
greater than or equal to 20% when the percentage of malicious nodes is greater than or

equal to 50%.

e Stable malicious behavior was detected easily in the proposed model because of the impact
of past trust. However, because of the variation in positive and negative interactions in the

existing model, trust values could rise again after a while.
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e The detection of stable malicious behavior in the proposed model is quicker than the

existing model. Thus, the network performance in the proposed model is better.

e In non-stable malicious behavior, when the malicious node starts behaving maliciously at
the beginning of the simulation time, both models were affected and gained high trust values
because there is no past trust for that node. However, if the malicious node starts with
malicious behaviors then after a while behaves normally, the trust values in the proposed

model is not affected.
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Chapter 5

(Global Roaming Trust-based Model

for V2X Communication

As the road entities move and travel to various regions, the chance to meet new entities is very
high. When the road entity meets a new entity, based on the proposed trust-based model in
Chapter 4, the trust is measured based on the surrounding entities' opinion. However, the trust
value is not accurate when the surrounding entities do not have any information regarding that
new entity. To improve the decision accuracy, this chapter achieves Objective 3 in Chapter 1 by
developing the proposed model in Chapter 4 to have global roaming ability which solves Gap
1.4 in Chapter 2. In addition, Gap 1.3 is addressed where the enhanced model can protect the

network against RSU attacks.

This chapter proposes the global roaming trust-based model that gives the road entities global
knowledge regarding malicious nodes in the network. As much the entity is connected with the
core network, it receives the updated global blacklist. Otherwise, it applies the local blacklist,

which is based on the trust-based model in Chapter 4. The central server has the responsibility to
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make the global decision and reduce the impact of various RSU attacks. Also, various experiments
are conducted with different percentage of malicious road entities and RSUs to measure the

performance of the proposed model.

5.1 Proposed System Model

This subsection presents details regarding the considered network. Also, various attacks on road

entities and RSUs are explained.

5.1.1 The Considered Network

The considered network consists of N road entities, which move at various speeds, and M fixed
RSUs. Each road entity sends three types of messages: Beacon message which is sent periodically
to inform the surrounding nodes about its current speed, location and direction; transaction
message which contains confidential information and it is sent to the core network; and warning
message that is sent by road entities to the surrounding RSUs when a malicious behavior is
detected. Moreover, the considered network has two types of road entities which are normal
and malicious entities. The normal entity keeps monitoring the surrounding entities, sends its
packets to the core network and relays any received packet to the nearest RSU. In addition,
the road entity is able to evaluate the trustworthiness of the surrounding entities. Based on its
decision, it can generate two types of warning messages which are malicious alarm and uncertain
alarm. On the other hand, the malicious entity launches various attacks to disturb the network

performance such as:

e Selective forwarding attack: occurs when the malicious entity drops some of the received

packets randomly to escape punishment.

e Recommendation attack: occurs when the malicious entity sends bogus recommendations
regarding other entities such as good-mouthing attack and bad-mouthing attack which

described in details in Chapter 4.



125

Moreover, based on the literature review in Chapter 2, much research considered RSUs as trusted
nodes in the network. However, they are vulnerable to various cyber-attacks. Thus, ignoring
their malicious behavior could destroy the network and affect the trust decision. As a result, two

types of RSUs are considered as follows:

o Normal RSU: keeps receiving the warning messages and makes a decision based on the

volume of warning messages. Then, it sends its decision to the central server.

e Malicious RSU: initiates malicious behavior to disturb the network such as bad-mouthing
attack where the RSU sends malicious warning to the central server regarding normal
nodes; and good-mouthing attack where the RSU drops the malicious warning regarding

other malicious nodes.

5.2 The Proposed Model

The global roaming trust-based model maintains two levels of trust as shown in Figure 5.1
which are road entities level and RSU level. In road entity level, each entity evaluates the
trustworthiness of surrounding entities, and sends warning messages to the surrounding RSUs
when a malicious behavior is detected. When the RSUs received high volume of warning messages
from the surrounding entities (RSU level), they generate an alarm and send it to the central

server. The details of this model are presented as follows.

5.2.1 Road Entity Level

During time interval ¢, each road entity measures the trustworthiness of all surrounding entities.
In details, node ¢ continuously monitors its one-hop neighbors j. Then, node 7 is able to compute
current trust using the collected information. In addition, node i sends recommendation requests
to the surrounding nodes k regarding node j. The proposed model manages two trust components

as follows.
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Central Server

Figure 5.1: Trust levels in the proposed model

e Current Trust - Tc(gj): it is computed by node i to evaluate the communication experi-

ence with node j during time interval ¢. It is calculated using (4.1) in Chapter 4.

e Indirect Trust - Tl.(;)(i’j): it is a measure for the behavior of neighboring nodes j using
surrounding nodes' opinions. Node i collects recommendations from the surrounding nodes

regarding node j. Before computing indirect trust, node ¢ applies the following steps:

— Confidence value computation- C((f)k): node ¢ measures the confidence value for each

recommender node k. C((Z.t?k) is computed by

e ()
L T 2 Thia.
C((f,)k) = C’wa if Thipin < Tl((tz),k) < Thmaz- (51)

0, T < Thuin.

where C,, is the confidence weight for uncertain recommendations.

— Recommendations clustering: node i classifies the received recommendations into two
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groups which are positive and negative recommendations using T'h,,;,. Then, node @

collects recommendations by applying Algorithm 4.1 in Chapter 4.
After that, each node 4 calculates indirect trust for node j using (4.5) in Chapter 4.

e Local Trust - Tl((t.). :
i,3)

decision. Generally, local trust is computed in the same way that total trust is computed

each node 7 is able to compute local trust for node j and make a

in Chapter 4.

e Local decision: node i has a local blacklist which has a list of malicious nodes based on
the local decision. Thus, node ¢ stops the communication with any node j in its blacklist.

The decision is made using

Trusted, if Tl((?j) > Thmas-
Drocat = { Uncertain, if Thyin < T, ;) < Thinas. (5:2)

Malicious, if Tl((ti)j) < Thpmin-

where Th,in, and Thy,q, are minimum and maximum trust thresholds, respectively. After
that, the node updates its local blacklist and sends malicious and uncertain warning

messages to the surrounding RSUs.

5.2.2 RSU Level

During time interval ¢, the nodes send malicious or uncertain warning messages based on their
local decision to the surrounding RSUs. During time interval ¢', where ¢’ > ¢, RSUs start trust
calculation phase. First, each RSU measures the rate of malicious and uncertain alarms regarding
node j using

me; Uc;

o U= (5.3)

My =

where mc; and uc; are the number of malicious and uncertain warnings respectively. Second,

each RSU is able to make the decision regarding node j using

Decision(rsu,j) = Ratepr(jy — Rateyj (5.4)
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1: for each RSU do

2:  for each RSU.warningList do

3: w < RSU.warningList(index)
4: if w.NotDuplicated() then

5: if w.isMalicious then

6: mc; < mc; + 1

7 else

8: ucj < ucj +1

9: end if

10: end if

11: end for

12:  for each Node j do .

13: Decision(rsu,j) < WZS;
14: if Decision(gsy ;) > 0 then
15: Send alarm to the central server
16: end if

17:  end for

18: end for

Algorithm 5.1: Algorithm for decision computation on RSU level

where Rateys ;) and Ratey ;) are the rates of malicious alarms and uncertain alarms respectively.

Ratepy(y) is calculated by

where TM(j) = M(j) + U(j) and RateU(j) =1- RateM(j).

RateM(j) =

(5.5)

Finally, the RSU applies Algorithm 5.1 to make a decision regarding node j. Therefore, if node

j is classified as malicious node, the RSU sends malicious alarm to the central server.

The

time complexity for the algorithm on the node level is equal to the proposed computation in

Chapter 4. In the RSU level, the complexity is equal to O(lists;..) for counting the uncertain

and malicious warnings. listg;.. is the size of warning list that is received by the RSU. Then, each

RSU computes the decision regarding all neighboring nodes. The time complexity for decision

computation is equal to O(Ngsy) where Nrgy is the number of nodes that are connected to a

specific RSU.
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5.2.3 Global Trust Decision
At this stage, the central server makes the global decision regarding node j based on the alarms

which are received from RSUs. The decision is made by

Malicious, A.,, > Thg.
Dciobal = (5.6)
Normal, A,, <Thg.

where A,, is the number of malicious warnings that are received regarding node j and Th¢ is the
global trust threshold. Node j is added to the global blacklist when it is classified as malicious
node. Then, the central server broadcasts the updated global blacklist to RSUs. Then, RSUs
rebroadcast it again to all roads entities that are covered by the network. The road entities

update their local blacklist based on the received global blacklist.

5.3 Simulation Analysis
This subsection describes the simulation set-up for evaluating the performance of the proposed
model. The effect of changing parameters on the false alarm rate is also analyzed. In addition,

the optimal values for various thresholds are selected.

5.3.1 Network Specifications

A V2X network is considered with 24 road entities and 9 RSUs with parameters as shown in
Table 5.1. The road entities move over an area of 800 x 800 m? with various speed ranges as
shown in Table 3.4. The considered area is composed of two intersections using three two-lanes
roads. The road entity sends the transaction message to the core network directly or using a
multi-hop routing protocol. To measure the performance of the proposed trust model, various
types of malicious nodes are studied: six selective forwarding attackers, three good-mouthing

attackers and three bad-mouthing attackers.
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Table 5.1: Simulation parameters for studying the performance
model

of global roaming trust-based

Parameter Value
Simulation time | 100 iteration
Number of nodes 24 nodes

Thmaw 0.7
Thoin 0.4
Thg 3

RC 0.3
Cy 0.9
0

Table 5.2: FNR and FPR for various values of minimum threshold (Thyn)

Minimum threshold (Thr) FNR FPR
0.4 0.0458 | 0.0886
0.5 0.0641 0.3159
0.6 0.2816 | 0.9716
0.7 0.2786 | 0.9716
0.8 0.2786 | 0.9716
0.9 0.2786 | 0.9716

5.3.2 Experiment Results

The impact of changing parameters on false alarm rate is studied. False alarm rate includes FNR
and FPR. FPR measures the rate of classifying normal nodes as malicious. The simulation is
started using the initial parameters Thy,., = 0.9, RC' = 0.3,C,, = 0.9. Then, their values are
updated with the optimal ones.

Study the impact of trust thresholds on false alarm rate
The simulation experiments are run with initial parameters. The impact of various values of
Th,nin on false alarm rate is studied. Also, the experiment helps to define the optimal value for

Thopin. The corresponding results are shown in Table 5.2. The following remarks can be made:
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Table 5.3: FNR and FPR for various values of maximum threshold (Th,qz)

Maximum threshold (Thy,q.) FNR FPR
0.4 0.0535 0.0638
0.5 0.0535 | 0.0638
0.6 0.0458 0.0745
0.7 0.0458 | 0.0745
0.8 0.0458 0.0814
0.9 0.0458 0.886

e FNR and FPR values increase when the value of Th,,;, increases; however, the increase of

FPR is significant.

e the impact of Thy,;n is high on FPR because as long as Th,,;, goes up that means the
malicious range is expanded. As a result, many normal nodes are classified as malicious

nodes;

e when Th,,;, = 0.4, it achieves lowest values of FNR and FPR.

Moreover, the impact of various values of T'h,,,., on false alarm rate is studied. The experiment is
run with initial parameters and T'h;,;, = 0.4. As shown in Table 5.3, the FNR slightly decreases
when the value of Th,,,, increases. As long as the value of Th,,,, increases, the range for
normal behavior decreases. Thus, the chance of classifying the malicious node as a normal one
is low. On the other hand, the FPR slightly goes up as long as Th,,., increases because the
uncertain range increases when the value of Th,,,, increases. Thus, some normal nodes could be
considered as uncertain nodes which could result in a global malicious alarm. The initial value

of Thyae is updated with 0.7 which is the optimal value.

Study the impact of recommendation factor (RC) on false alarm rate
The simulation experiments are run with updated/initial parameters. Here, the effect of various
values of RC' on the false alarm rate is studied. By inspecting Table 5.4, the following remarks

can be made:
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Table 5.4: FNR and FPR for various values of recommendation factor (RC')

Recommendation factor (RC) | FNR FPR
0.1 0.0458 | 0.0745
0.2 0.0458 | 0.0745
0.3 0.0458 | 0.0745
0.4 0.0458 | 0.0745
0.5 0.0458 | 0.0851
0.6 0.0466 | 0.1085
0.7 0.0474 | 0.1340
0.8 0.0524 | 0.2220
0.9 0.0566 | 0.2724

e FPR goes up when the value of RC increases to reach approximately 0.27, however, the

FNR is stable while RC increases;

e the RC' has an impact on FPR only because RC' is a part of the calculation of indirect
trust weight wy. Therefore, giving high weight to indirect trust results high FPR. As a

result, the model starts making false decisions regarding the normal nodes.

e (.3 is chosen as an optimal value for RC which is the same as the initial value.

Study the impact of confidence weight (C,) on false alarm rate
Various values of C, are examined to choose the value that achieves minimum false alarm rate,

as shown in Table 5.5. Key findings are:

e FPR goes down when the C,, increases because the lower weight for the recommendations,
that are sent by uncertain nodes, is given. However, the FNR decreases slightly when the

C'y increases;

e the majority of normal nodes are classified as uncertain, thus, giving recommendations low

weight results in high FPR.

e the initial value of C, is the optimal one which is equal to 0.9.
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Table 5.5: FNR and FPR for various values of confidence weight (C,,)

Confidence weight (C,,) | FNR FPR
0.1 0.1263 0.6041
0.2 0.1106 | 0.5703
0.3 0.1011 0.5359
0.4 0.1010 | 0.5121
0.5 0.0770 | 0.4153
0.6 0.0718 | 0.3080
0.7 0.0653 | 0.2497
0.8 0.0653 | 0.0745
0.9 0.0553 | 0.0638

Study the impact of global decision threshold (Th¢) on false alarm rate

Moreover, the impact of various values of global threshold on the false alarm rate is studied. The
global threshold is between 1 and 9, which represents the number of RSUs in the network. As
shown in Table 5.6, the FNR increases when the threshold increases because the node is classified
as a malicious node when the number of malicious warning is greater than the global threshold.
Therefore, the central server should receive nine malicious warnings in case of threshold is equal
to 9. On the other hand, FPR is stable until the threshold becomes greater than or equal to

7. The FPR is equal to zero when high value of threshold is considered because the honesty

Table 5.6: FNR and FPR for various values of global decision threshold (Th¢)

Global decision threshold (Thg) | FNR FPR
1 0.0212 | 0.0638
0.0216 | 0.0638
0.0219 | 0.0638
0.0258 | 0.0638
0.0535 | 0.0638
0.0535 | 0.0638

O 00| | O U | W N

0.0860 0
0.0860 0
0.0860 0
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of the received malicious warning is ensured. As a result, the effect of bad-mouthing attack is
controlled. The choosing of optimal value should consider the balance between FNR and FPR
values. Thus, Thg = 3 is the optimal value which achieves low FNR and acceptable value of

FPR.

5.3.3 Study the Impact of RSU Attacks
The experiments are conducted to study the impact of malicious behavior of RSUs on various
metrics which are FNR, FPR and PDR. In this study, the bad-mouthing attackers send fake

recommendations regarding four normal road entities.

Bad-mouthing attacks

The impact of various number of malicious RSUs, which launch bad-mouthing attack, on the
proposed model is studied. As shown in Figure 5.2 (a), the FPR values goes up when the number
of malicious RSUs increases. The increasing starts when the number of malicious RSUs is greater
than or equal to 4. On the other hand, the FNR and PDR are not affected and remains stable

for various number of malicious RSUs.

Good-mouthing attacks

The impact of various number of malicious RSUs, which launch good-mouthing attack, on the
proposed model is examined. As shown in Figure 5.2 (b), the FNR value increases when the
number of malicious RSUs rises. As a result of incorrect decisions regarding malicious node, the
PDR value increases. On the other hand, the FPR is not affected and remains stable for various

number of malicious RSUs.

5.3.4 Study the Improvement in Trust Model with a Global Decision
System

An experiment is conducted to study the improvement rate in the global decision system. The

local blacklist is evaluated on each node at the end of simulation and the rate of undetected
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Figure 5.2: Effect of RSUs attacks on FNR, FPR and PDR: a) Bad-mouthing attack; b) Good-

mouthing attack
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malicious nodes is measured. Also, the ability of nodes to detect malicious nodes, when a global
decision system is applied, is evaluated. As shown in Figure 5.3, the rate in distributed level
varies in each node because of the different local decision, which is based on the road entity as
in (5.2). In addition, the rate is very high and reaches to 1 in some nodes because the normal
node does not meet the malicious node during the simulation time. However, all nodes have the
same rate in the global decision level because of the global knowledge of malicious nodes even if

they do not meet.

In addition, a comparison between global decision and distributed decision in equation 5.2 is
studied. As shown in Figure 5.4, low FNR value is achieved by global decision where the node
can avoid the communication with malicious node even if they meet for the first time. Thus, the

improvement rate reaches approximately 74%. As a result of lower FNR, the PDR value is also
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Figure 5.3: Rate of non-detected malicious nodes per node for global and distributed decisions
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lower in global decision. Therefore, the improvement in PDR in global decision is equal to 52%.

As a conclusion, the global decision could improve the decision accuracy for the nodes that are

located in-network coverage.

5.4 Performance Evaluation

The existing model in [121] is used to evaluate the performance of the proposed model. The

impact of various rates of malicious nodes on the false alarm rate is studied on the proposed

model and existing model.
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5.4.1 Effect of Selective Forwarding Attack on FNR
Generally, when the model has a low FNR, it is able to detect the most malicious nodes. The
result that is shown in Figure 5.5 (a) represents the FNR for various percentages of malicious

nodes. The following remarks can be made:

e in the existing model, the FNR reaches to 0.73 when the percentage of malicious nodes is

0.8
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Figure 5.5: Effect of various percentage of selective forwarding attackers on: a)FNR; b)PDR
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equal to 87.50%.

e FNR values in the proposed model is reduced. Thus, the global decision has the minimum

FNR value for all rates of malicious nodes.

5.4.2 Effect of Selective Forwarding Attack on PDR

To measure the model performance, the PDR with different percentage of malicious nodes is
studied as shown in Figure 5.5 (b). Generally, the PDR is increasing when the percentage of
malicious nodes is increasing. In addition, the existing model produces high PDR which results
from the high FNR. On the other hand, the proposed model has lower PDR which improves the

network performance.

5.4.3 Measuring the Improvement Rate

The improvement rate on FNR and PDR for the proposed model in comparison with the existing
model [121] is measured. As shown in Figure 5.6, the FNR is highly improved in the proposed
model when the percentage of malicious nodes is equal to 12.50%. In addition, the rate at 50%,
which is a high percentage, increases again to around 50%. As a result, the proposed model
provides high improvement on PDR in comparison with the existing model, thus, it gains better

network performance.

5.5 Summary

In this chapter, a global roaming trust-based model for the V2X network was proposed. Various
malicious behavior were considered to study the performance of the proposed model, which are
selective forwarding attack, bad-mouthing attack and good-mouthing attack. Various experi-
ments with different percentage of malicious nodes were conducted. Comparison results showed
that the proposed model improved FNR by 33.5% and PDR by 40% when the percentage of

malicious nodes is equal to 87.50%. The main conclusions are:
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The local decision is considered as a support for the global decision. The combination of

local and global blacklist gives very low values of FNR, FPR and PDR.

The global decision system improved the trust decision where the road entity has a global
knowledge regarding the other malicious nodes in the network. As a result, it minimizes

the chance of communicating with malicious nodes.

Various experiments were conducted to set-up the simulation parameters. The optimal

value for each threshold was chosen based on the simulation results.

In addition to malicious road entities, two RSU attacks were studied which are bad-
mouthing and good-mouthing attacks. The high impact of good mouthing attack on FPR

was noticed in comparison with a bad-mouthing attack where FNR was affected.

The performance evaluation was made for the proposed model by comparing it with the
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existing model. The results showed high improvement in FNR and PDR. Thus, it increases

network performance by minimizing the number of dropped packets.



142

Chapter 6

Concluding Remarks

In this thesis, an in-depth analysis of V2X communications in three dimensions is conducted.
The first dimension includes the ability of security services in IEEE802.11p and LTE-V2X to
defend against various cyber-attacks. The second dimension covers the security challenges for
various security solutions which ensure trusted communication in vehicular networks. The third
dimension is about electing trusted communication links which provide QoS in V2X network.
Building on the comprehensive review (in Chapter 2), a new algorithm is introduced for enhancing
the QoS in V2X communications. The channel model for LTE-V2X (release 14) was investigated
for the first time by studying the link outage probability in various scenarios. Based on the

results, the proposed algorithm improved the link quality by choosing the most trusted link.

Moreover, a new trust model is designed for protecting V2X communication against internal
attackers (in Chapter 4). The model is a recommendation-based where the neighboring nodes
collaborate in the trust evaluation process. It has a novelty in collecting recommendations and
the computing of indirect trust. Also, non-stable malicious behaviors were proposed in the
adversary model for the first time in vehicular networks. Total trust value is evaluated based on

various communication scenarios in a vehicular network. A theoretical analysis of the proposed



143

model was conducted to validate the simulation. To assess the performance, I have compared
the proposed model with an existing recommendation-based trust model. The results showed

that the proposed model outperforms the existing one.

In addition, the proposed model (in Chapter 4) was improved by expanding it to have a global
decision system. The global roaming trust-based model was introduced (in Chapter 5). It gives
the road entities the ability to has a global knowledge regarding malicious nodes in the network.
Also, RSU attacks were proposed to evaluate the ability of the proposed model to protect the

network against them.

6.1 Limitations
The main aim of this thesis was to design models that achieve trusted communications in V2X
networks. However, there are certain limitations while exploring the aim of this thesis. It is

expected that these points will help with further research:

e Due to the unexisting of V2X communications with LTE-A (release 14) in the real world,

there is a lack of real communication data for V2X communications.

e The main focus of this thesis is on the trustworthiness in ad-hoc connections between road

entities because of lack of time.

e Because of the limited scope of thesis on trusted communications regardless of the message

content, the proposed models only considered link and node trustworthiness.

6.2 Future Work

In this final subsection, further interesting research topics related to the work proposed in
this thesis are discussed. In future work, the proposed models could be tested using real

communication data. Also, the proposed QoS-based algorithm (in Chapter 3) could be extended



144

to include the trusted cellular link. A new algorithm could be designed to choose the optimal
route between D2D and cellular connections for delivering the packets to the core network. In
addition, the message content could be evaluated by measuring the received data correctness. In

addition, the current research could be improved in the following ways:

e The decision system in Chapter 5 could be developed to make more accurate decisions.

e Increase the number of road entities in Chapter 4 and Chapter 5 and check the difference

in network performance.
e Study different metrics for evaluating the link in Chapter 3.

e Expand the study of current research in routing packets in vehicular network to be a

complete survey.

e Implement a new decision system between the decision of distributed and global trust

models.
e Apply the current models in a network simulator.

e Apply different multi-metric algorithms and study the performance and complexity for each

one.
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